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Abstract

Albeit several IoT applications have been recedtployed in several fields, including
environment and industry monitoring, Smart Home, &rispital and Smart Agriculture,
current deployments are mostly host-oriented, whglundoubtedly limiting the attained
benefits brought up by 1oT. Indeed, future I0T apgiions shall benefit from service-
oriented communications, where the communicatigatdishment between end-points is not
dependent on prior knowledge of the host devicexharge of providing the service
execution. Rather, an end-user service executiqnest is mapped into the most suitable
resources able to provide the requested servicehémmore, this model is a key enabler for
the design of future services in Smart Cities, edHe Intelligent Transportation Systems,
among other smart scenarios.

Recognized the benefits of this model in future lappions, considerable research
effort must be devoted for addressing several ehgks yet unsolved, such as the ones
brought up by the high dynamicity and heterogeneityerent to these scenarios. In fact,
service-oriented communication requires an updated of available resources, mapping
service requests into the most suitable resoualdad several constraints and requirements
into account, resilience provisioning, QoS-awanise allocation, just to name a few.

This thesis aims at proposing and evaluating medshan for efficient resource
allocation in service-oriented I0T scenarios thiotige employment of two distinct baseline
technologies. In the first approach, the so-caRath Computation Element (PCE), designed
to decouple the host-oriented routing function fr@MPLS switches in a centralized
element, is extended to the service-oriented PCPEE) architecture, where a service
identifier (SID) is used to identify the serviceguered by an end-user. In this approach, the
service request is mapped to one or a set of ressuny a 2-steps mapping scheme that
enables both selection of suitable resources acuprdo request and resources
characteristics, and avoidance of service disruption due to possible changes on resources’
location.

In the meantime, the inception of fog computing, @&s extension of the cloud
computing concept, leveraging idle computing resesrat the edge of the network through
their organization as highly virtualized micro daenters (MDC) enabled the reduction on
the network latency observed by services launcheddge devices, further reducing the
traffic at the core network and the energy consumnmpby network and cloud data center
equipment, besides other benefits. Envisioning thenelits of the distributed and



coordinated employment of both fog and cloud resesy the Fode-Cloud (F2C)
architecture has been recently proposed, furthgvosrering the distributed allocation of
services into the most suitable resources, bedtand, fog or both.

Since future 10T applications shall present stdetmands that may be satisfied through
a combined fog-cloud solution, aligned to the F2Chaexture, the second approach for the
service-oriented resource allocation, considerethiis thesis, aims at providing QoS-aware
resource allocation through the deployment of aahnihical F2C topology, where resource
are logically distributed into layers providing dinstt characteristics in terms of network
latency, disruption probability, IT power, etc. Th®re, distinct strategies for service
distribution in F2C architectures, taking into calesiation features such as service
transmission delay, energy consumption and netwaal. Concerning the need for failure
recovery mechanisms, distinct demands of heteragenservices are considered in order to
assess distinct strategies for allocation of pradectesources in the F2C hierarchy. In
addition, the impact of the layered control topolamy the efficient allocation of resources
in F2C is further evaluated. Finally, avenues fdufa work are presented.
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1. Introduction and problem statement

1.1.Future network applications

A plethora of new heterogeneous connected objaet®@pected to be deployed in the
next few years demanding broad connectivity anywhamgtime and anyhow, and providing
ability of collecting and sharing environment datateracting with humans and other
devices, performing predefined actions, among oth#gmough the employment of smart
machineto-machine (M2M) communication. Leveraging the largeailability of those
devices, traditional services, such as traffic amnthealthcare, surveillance, environment
temperature control and others, are experiencisigifato a new category of service through
seamless integration with popular, government addstry demands.

These factors are fueling not only the evolution toeditional services but also the
deployment of novel categories of services, enagbli@mart Transportation, Smart
Monitoring, Smart Home, e-Health, Smart Cities &rdart Agriculture, just to name a few.
To designate this novel paradigm for internet s&wvjadhe name Internet of Things (loT)
was coined [1] [2].

In this scenario, “thing” can be any device endowed with network connectivity dingb
it to either receive structured data or requests dpecific task execution, or sending
information regarding itself or any temporary datech the ones collected by the attached
sensors. Hence, examples of things may includdidriaf§hts (Smart Cities), cars (Smart
Transportation), wearables (e-Health) or trackimgsers (Smart Monitoring). However,
recognized the potential benefits provided by suolars scenarios, the unstoppable growth
of connected devices, as shown in Figure 1.1 [3§l e consequent creation of a large
myriad of data and network traffic, undoubtedlynys several challenges, such as the need
for high processing and storage capabilities, mobibtify devices and security issues.
Simultaneously, along with the development of detaer (DC) technologies, cloud
computing has been positioned as a key enableloforapplications [4]. This is motivated
by the on demand self-service, scalable, locatindependent, pagsyou-go online
computing model, offering huge storage capacity gmwdcessing resources of cloud
commodities, properly matching several required Isdrvices demands, including for
example highly demanding services, such as medigetyg or DC remote backup solutions.
Moreover, cloud computing brings virtualization eagities and massive datacenters
facilities to 10T, so that users can take advantageffloading services execution.
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Figure 1.1: Evolution on the amount of “Things” in recent and upcoming years.

Additional challenges on the wide deployment of kelFvices are related to the need for
coping with such large amplitude of heterogeneoyeab$, in terms of hardware capabilities
and architectures, communication enablers, energg eobility profiles, functional
attributes, software, user interface and cost Threfore, the 10T concept embraces all the
required technologies and strategies to put togdthese heterogeneous devicemabling
their communication and, thus, deployment of inribneaservices, including strategies for
unique identification of resources, tasks allocatioetwork technologies integration, data
aggregation, security, energy saving, etc. [6]. étjealbeit several 10T applications are
successfully deployed nowadays, most out of theenliamited to small areas such as in
industrial or domestic applications. Future loT kgaiions shall leverage the enormous
growth on amount and capacity of devices in ordetdploy services to broad areas, such as
in smart cities. Such services shall rely on a talfative model, where mobile end-users
will share not just collected data but also idlsaarces.

1.2.The problem rationale: The need for service oriented
communication

As described in [7], despite the fact that the tefim has been used for the first time in
1999, the concept of using Internet to connect iappks has been studied since 1989.
During this period, a coffee pot, a toaster andamera have been remotely controlled
through Internet connection in distinct experimeni$iese first experiments have an
important aspect in common with several 10T servioplementations nowadays; the host-
oriented communication model. Host-oriented comroation is the IP-based model
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employed by the traditional Internet architectundiere the destination host is knovan
priori when a client intends to execute a service. Thihé case when the end-user request
a webpage, an audio or video streaming, applicatownload, or remotely adjust the
temperature of his/her apartment when he/she isitalmoreach out home. Albeit the host-
oriented communication fulfills the requirements feome current applications, several
future 10T services can benefit from the so-calledvige-oriented communicationalso
referred to as information or content oriented [8]

The service-oriented communication is a model imspi on service-oriented
architectures (SOA), coined as a paradigm for &ecling the Internet, where implemented
services are loosely coupled and end-user requeals be satisfied by executing, in a
coordinated way, a flow of independent and reusable services. In SOA, services’
implementations as well as their interactions amadparent to the end-user. Therefore, from
the user’s perspective, the requested service is viewed as a single atomic operation [9].

In a service-oriented communication model, thentligide requests the execution of a
service identified by an ID rather than the locatiddC where the host providing the service
is. The LOC may be an IPv4 address, as it is thee ckor current host-oriented
communications. Therefore, an ID must be mappeditiver one or a set of LOCs taking
into account the parameters defined in the serVéer, whilst the network layer is
responsible for setting up the network resourcgsired to provide the demanded service.

The decoupling of the service identification andaarce location into ID and LOC
enables independent service composition and roytingess. However, whilst the service
layer is responsible for the service requirementd #re network layer is responsible for
setting up the resources, the mapping of IDs ifdCk may be seen as an intermediate layer
between service and network layers, decouplings#rgice requirements from the resources
set up process. In order to clarify this idé&;s consider, on one hand, the host-oriented
communication model, where any change related t®@& —for instance, due to mobility,
address migration, ete.will substantially affect all services making usé that host,
disrupting the established connections. On the rotlamd, the employment of IDs on the
service-oriented model makes use of an intermedia@nagement layer, which is
responsible for keeping the state of the LOCs aasedito each ID; hence, the service layer
does not need to keep any information regardind-M€s.

It is worth mentioning that the service-oriented commication stems in the fact that the
initiator of a communication is solely interesteddetting up a connection for the service
provisioning. The relevant is the “What” (the service to be provided) rather than the “Who”
or the “Where” (the LOC of the node who will provide the service). Furthermore, from a
technological perspective, the decoupling of fummdilities envisioned by the service-
oriented communication paradigm enables long-tecalability, since the impact on new
Internet applications is more noticeable at thesiserlayer and less at the network layer,
i.e., the service layer focuses on the compositibthe service, whereas the network layer
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solely focugson providing enough bandwidth to set up the demdrsgevices and network
features, such as mobility and Traffic Engineerimg) [10].

Therefore, it seems obvious that the deploymenthefservices envisioned for future
IoT will immensely benefit from the service-orientedmmunication model. The expected
dynamicity and volatility, which will be further ameased by the envisioned collaboration
model and the employment of resources shared byusars on the move, hinders the
connection establishment between client and th&rdg®n host. In such scenario, the user
requesting the service does not have previous infeomategarding the resources available
at the edge of the netwaqrkherefore, an agile coordination mechanism is reguifor
discovering, selecting and allocating the most alé resources according to request
parameters, while providing resilience and QoS. Angarison of the main characteristics
regarding het-oriented and service-oriented communication modelsriefly presented in
Table 1.1.

Table 1.1: Host-oriented vs Service-oriented communication models

Host-oriented Service-oriented
communication communication
Destination host(s) | Source host Third party entity, such
selection as a broker
Requested  service | Destination host Flow of smaller
execution distributed tasks
Knowledge about | Mandatory Optional
destination hosts
Disruption tolerance | No Yes

1.3.Problem

In this section, we provide insights about the latidns of the current network
architecture that are preventing the deploymentthaf new loT scenario. Some of the
limitations include routing, addressing schemeswal as the need for innovative control
plane strategies, including novel resource disgpwerd mapping features, just to name a
few.

As presented in the previous section, the host-tetecommunication model currently
employed in the Internet is not suitable for an kcEnario, demanding a shift to a seevi
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oriented communication model. However, the IPv4radsing model, which is employed in
the current Internet architecture, suffers from tlmuble functionality problem [11]. This
problem is caused by the employment of IP addrelkst#sas a locator at the network layer
and identifier at the upper layers. In order to epkiy the double functionality problem,
consider that, when a connected object changesgygsegation point, the respective locator,
which is an IP address, will be re-assigned. Thilé mave a substantial impact on all its
established communications. This address re-adsigngields several negative effects on
the network, such as i) significant degradationthef communication quality; ii) eventual
connection disruptions, increasing the complexdy the deployment of mobility features;
and iii) occurrence of a non-negligible impact esilience, mobility and TE features.

Furthermore, the IPv4 suffers from the well-knowtideess depletion problem. This
problem, which is already an issue in currently emptbliest-oriented model, is related to
the large growth on the number of connected devicethe last years. As future loT
scenarios shall experience an even higher growtioohected objects on the next years, this
problem will undoubtedly be aggravated. Indeed,-egdrs are using distinct, ever smaller
and smarter connected objects requiring new conngctdemands. These connectivity
demands make scalability to become a real problemsidering that the IP-based addressing
scheme deployed so famainly IPv4 with less than®2 addressesis not enough to support
the huge addressing space envisioned for an loT anktvecenario (see Table 1.2).
Moreover, this increasing demandr finternet connectivity is highly affecting the oaér
routing performance, including the Domain Name 8ys{DNS) performance as well as the
deployment of new Internet applications [12].

Another limitation of current network architecturés related to the control plane
architecture commonly used in today's networks. eRlbdistributed control schemes
currently used, such as in Automatically Switchegti€al Network (ASON) and
Generalized Multi-Protocol Label Switching (GMPL8)ovide acceptable performance in
current network scenarios, their performance mightsuboptimal in 0T scenarios [13]
This is mainly because routing strategies basedigiiyhdistributed control planes exhibit
low performance under highly dynamic large scergridue to the signaling overhead
imposed by distributed control schemes [14]. On dheer hand, scalability and reliability
on large scenarios are important concerns on demgdacontrol plane architectures, such as
in Software Defined Network (SDN) [15].

Furthermore, in traditional host-oriented networkifay, instance in SDN, control plane
does not have knowledge about the edge devicebeRatontrollers keep only information
regarding forwarding devices topology and, among rsthéhe control plane can define the
switches (forwarding devices) that should be useddider to establish communication
between distinct networks. On the other hand, ngeheration service-oriented loT
applications will require the edge resource sebecticcording to the services offered by
them. Moreover, the amount of information regardihg edge resources whose controllers
should keep will increase according to the amoumngesvices offered by them. Therefore,
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the presented factors show that current contraigli@chnologies cannot fulfill the service-
oriented loT requirements.

Table 1.2 Characteristics of future loT

Devices demanding internet connection ¥>2

Smart connected objects with enhanced capabilities

Network features: TE, green networking

New users roles: consumers + producers = prosumers

New network scenarios: Virtualized Data Centers,aBnCities, Smarf
Transportation

Dynamic Set up/tear down connections in short-tbasis

Proactive network reconfiguration

Mobility without communication disruption (Full Mdlity)

In addition, the deployment of a collaborative modhhlk arise several concerns
regarding, for instance, to security features sushaathentication, identity management,
access control, integrity, privacy and availabijlignong others.

1.4.Thesis motivation

According to what has been stated so far, the éutmternet of Things shall bring
several benefits to distinct areas of society,udeig health, welfare, industry, government,
agriculture, transportation and security. Howewvbere is no doubt that current networks
technologies must undeniable evolve to keep upé#uoe of the IoT applications.

Indeed, there is a wide of research studies aJailabthe literature pushing for the
demise of both conventional routing and commundasatrchitectures, since they would lead
to suboptimal operation in an IoT scenario. Howevee envisioned service-oriented 10T is
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still on its infancy, requiring several issues ®dxldressed before its fully deployment. It is
clear the need for developing new strategies ankntdogies intended to enable efficient
storage and to retrieve updated information regardasources at the edge of the network in
a highly dynamic scenario with myriad of mobile avwlatile resources. The execution of
future Internet services will demand efficient sélew, allocation and orchestration of the
most suitable resources according to requestedcgssrvHowever, albeit efficient resource
selection, service orchestration and protection raerigms require an updated view of the
available resources, update mechanisms must capehigh signaling overhead, commonly
observed in distributed control plane architectures

It is unquestionable the need for solutions ableatlress the enumerated issues.
Therefore, promising technologies, such as the Ratmputation Element (PCE) routing
architecture [16] and the novel fog computing payad[17], must be assessed aiming at
addressing issues that are hindering the fully @apknt of the service-oriented 10T. This
includes the provisioning of novel strategies fonwgectivity, as well as the assessment of
enhanced architectures for service allocation anthposition in scenarios with high
dynamicity, including the evaluation of protectigtrategies, QoS provisioning and secure
communication for edge devices.

1.5.0bjectives

The main objective of this thesis is to assess howechanisms for allocation of
resources demanded for execution of services inicgepriented loT scenarios. More
specifically, the main objective is split into twakmical objectives as follows.

e Technical Objective 1 (TO1): Enhancement of thevemional host-oriented
PCE routing architecture aiming at exploring poi@nimplementations of
service-oriented PCE in future 10T scenarios.

e Technical Objective 2 (TO2): Assessment of fog catimgy as an enabler for
future 10T services deployment as well as the prapo$ QoS-aware service
allocation strategies for combined fog and clouchéectures.

e Technical Objective 3 (TO3): Assessment of the iotpaf control plane
topology on QoS-aware resource selection.

In TO1, the evaluation of a service-oriented PCPQE) as a centralized entity for
selection of resources for service provisioning esf@rmed. Therefore, whilst conventional
PCE is devoted to the selection of the best pattihnéodestination host, the SPCE assumes
the responsibility for selecting possible destioathosts and selection of the most suitable
one according to the invoked service demands. Tce cofih scalability demands, an
enhanced 3-layered approach of the so-called ID/LO@it Architecture (ILSA) is
proposed.
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In TO2, the so-called Fogp-Cloud (F2C) architecture [18] is employed as thafprm
for the deployment and evaluation of proposed styigs regarding service allocation in loT.
The first set of experiments is devoted to the Qe&re selection of resources aiming at the
allocation itself. The goals of these strategies lawth reducing the latency experienced by
the services while guaranteeing the fulfillmenttbé service requirements and resource
offerings, and optimal service allocation takingoitbnsideration load balancing and energy
consumption. TO2 also includes the assessmentatkegies for the allocation of protection
resources in order to avoid service disruptions ttudailures on the initially allocated
resources.

In TO3, the ende-end communication setup is evaluated taking imasteration
distinct control plane topologies, including strdesg for the dynamic deployment of
controllers. The rationale behind TO3 is the Qo®vjmioning for sensitive services
requiring realtime resource allocation.

1.6.Thesis structure
In this section, the structure for the rest of tinesis is presented in details.

Chapter 2: Presents the first approach for the service comipaosiin the assessed
scenario. This approach is based on an extensiadheoPCE routing protocol to a novel
architecture so-called service-oriented PCE (SP@H)jch employs the decoupling of ID
and LOC functions of traditional internet addregsatheme.

e Section 2.1 presents the background for this prapastroducing the main
concepts regarding both PCE architecture and ID/1spl@ting architectures.

e Section 2.2 shows details of the proposed SPCEitanttre, including the
enhanced ILSA scheme for service-oriented commuiicaestablishment
making use of a 2-step mapping. Further, the sdilabf the proposed scheme
is also assessed.

Chapter 3: Enumerates the reasons for shifting the base téagp@mployed on this
thesis from SPCE to the novel F2C architecture.

Chapter 4: Introduces the second approach for the serviceposition for the future
IoT, which is based on the combination of cloud potmg and the novel fog computing
architecture. The whole chapter is devoted to prsg the background regarding the
technologies employed on the rest of the thesis.

e Section 4.1 revisits the staté-the-art of cloud computing technology, with
special focus on the employment of its resourcesldly applications, for
instance, for service execution offloading.
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Section 4.2 presents the fog computing concept itsanain characteristics,
analyzing the importance on future internet scarsarenefits and limitations of
the envisioned collaborative model.

Section 4.3 introduces the F2C architecture emphasizing its godlthe reasons
for needing coordination on cloud and fog resounecgsge Further, this section
presents the challenges on implementing such aathite highlighting the
challenges assessed in this thesis.

Chapter 5. Discusses the service allocation characteristicsF2C including the
resource selection phase. For simplicity, the presse mathematical model is split into two
distinct sections: 5.2 and 5.3.

Section 5.1 describes the challenges for serviaecation at resources at the
edge of the network.

Section 5.2 introduces a preliminary approach efrttathematical model where
the service allocation problem is modeled in plagnscenario using integer
linear programming (ILP) considering one single tgfeesource.

Section 5.3 extends the previously presented mametdnsidering requests of
distinct service types as well as distinct shamsburces types. Moreover, the
model includes a simple approach for energy consiomgomparison.

Section 5.4 presents and evaluates implemented heuristicervice allocation
in online scenario. Results show the impact of ditybin disruption probability,
latency, and power consumption.

Chapter 6: Is devoted to resilience aspects of the servikeation in 10T scenarios.

Section 6.1 introduces the discussion regardinyir@irecovery mechanisms in
F2C. Moreover, it describes challenges introducgdrimbility, volatility and
heterogeneity in 10T scenarios.

Section 6.2 presents distinct allocation protectitrategies, highlighting pros
and cons. The mathematical model for each presesttatiegy is exposed, as
well as respective results and discussion.

Chapter 7. Assesses the layered control architecture in F2Kingainto account its
distributed nature and impact on QoS due controisilens latency.

Section 7.1 presents the concerns related to th&aiogplane topology in F2C
architecture and the negative impact of the nunifeedge devices on QoS,
especially for sensitive services requiring reaidiservice allocation.
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Section 7.2 positions the Control as a Service (CaaBcept, describing the
scenario, as well as its benefits in a real-tint@ise execution environment.

Section 7.3 describes the implementation of a &gkind show results regarding
the impact of the number of resources managed byrdral device on its
processing delay.

Section 7.4 describes the performed simulations attalned results regarding
the F2C control topology assessment.

Chapter 8: Summarizes the proposed ideas of this Thesis and udasl

Chapter 9: Suggests avenues for future work.

Section 9.1 describes the service placement anduére considering the
particularities of the F2C architecture, furthegiiighting challenges to be
overcome.

Section 9.2 introduces the multidimensional conplaEine concept, presenting
main benefits through three distinct use-cases. e®vchallenges and
opportunities for futures work are enumerated.
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2. First approach for service composition: the Service-oriented
PCE architecture

2.1.Background

In this section, the main concepts regarding thehrielogies behind the proposed
Service-oriented PCE architecture are presentadtlyithe Path Computation Element is
introduced as the baseline technology and, laber,ID/LOC Split Architecture concept is
presented as the key mechanism for enabling sepriested service composition.

2.1.1. Path Computation Element (PCE)

The so-called Path Computation Element (PCE) [865 inetwork paradigm that has
proved in recent years its ability to address th@nmimitations presented by distributed
source-based routing schemes currently used, ssicBMPLS and ASONIn GMPLS, for
instance, after receiving a connection request, MPGS controller computes a Label
Switched Path (LSP) to reach the destination optimater based on local information stored
on Traffic Engineering Database (TED) and Label SwéthiPath Database (LSPDB). Once
the LSP in computed, a label is requested by meédres signaling Resource Reservation
Protocol (RSVP) Path message, which travels throtiglh computed path until the
destination, triggering the transmission of a RSé&sv message, which travels back from
destination to source, being responsible for theelgth (WSON) of spectrum (SSON)
reservation and label assignment [19Vhist the distributed source-based approach
employed by GMPLS is suitable for current opticensport networks, future optical
networks will embrace several interconnected adrrative domains, where such routing
schemes are limited [20].

Therefore, the Path Computing Element (PCE) archite is based on the decoupling
of path computation actions from underlying switcht@rough a network application (the
PCE itself) that can be placed within a networken@e.g., router) or on dedicated elements
whose function is to compute one or a set of pattsveen source and destination network
nodes. The path computation may be done using edioveal routing algorithms, such as
Open Shortest Path First (OSPF), extended with 8&ures along with a network graph
built and stored in the TED.

The Path Computation Client (PCC) is any clientuiggg the path computation to a
specific destination. Therefore, the PCC conneatshe PCE and, by means of the Path

11
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Computing Element Communication Protocol (PCEP)],[2dquests a path from the source,
i.e. the PCC itself, to the destination node.

PCEP is an extensible open protocol providing acsanhessages that are exchanged
between peers over TCP, ensuring reliable commtinitand simplifying implementation
Hence, once a TCP connection is established betweens, the PCC may send path
computation request (PCReq) messages specifying patameters, such as demanded
bandwidth, priority, and points of failure that si be excluded from the computed path,
among others. As a result, tRCE may send a path computation reply (PCRep) message
containing either one or a set computed paths, pegative reply, if a path could not be
determined, which may specify the reasons for #gative reply.

In addition, PCEP provides communication amongimistPCEs. The PCE architecture,
including distinct communication modelis, shown in Figure 2.1. As the figure shows, the
centralized PCE model may be employed through eibine single PCE, receiving all path
computations for a given domain, or more than oneere backup PCE(s) are deployed to
avoid single point of failure issues. On the othand, distributed path computation within a
single domain may be performed by more than one ,R@tere PCEs may either compute
paths without collaboration or cooperate for thareld computation of a single path.

Centralized approaches Distributed approaches
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Figure 2.1 PCE communication models.
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2.1. Background

Multidomain path computation

In multidomain path computation, GMPLS controllesgffer from a limited view of
network topology. Whilst each controller has a ctatg view of its respective autonomous
system (AS) topology, only reachability informatioof neighbor ASsis viewed by
controllers through aggregated representationgjening optimal ende-end multidomain
path computation.

The implementation of PCE-based routing in multidem scenarios leverages the
horizontal interdomain communication among distiRs€Es, so that they can build the
optimal endto-end path in a collaborative fashion. The strategyployed is the Backward
Recursive Path Computation (BRPC) [22] which aceswptimal path computation if the
sequence of domains is known. In other words, iagsumed that the chain of domains
traveled from source to destination is previouslyown. Hence,ithe path computation
request is forwarded by each PCE to a PCE locat¢klei next domain in the sequence, until
it reaches the PCEnh the destination domain. The multidomain path lisist computed by
the BRPC procedure in a backwards fashion whereP@& locatedin the destination
domain computes the shortest paths to the desimatiuter from each Area Border Router
(ABR) adjacent to the previous domain in the ch&arther, the cost (i.e., amount of hops)
relative to the employment of each ABR used as sgjreuter is sent to the PCE located in
the previous domain, which repeats the BRPC praeetiucompute the shortest paths from
source (or ingress ABRSf it is not the source’s domain) to the received ABRwiewedas
egress routers in this domain.

Since BRPC demands previous knowledge regarding dhain of domains in
multidomain path computation, strategies such asahibical PCE may be employed. In this
strategy, each domain is controlled by a respeathitd PCEs (c-PCE) whereas a parent
PCE (p-PCE) is deployed as a higher-level responsibletifigr path computation among
distinct c-PCEs. Therefore, the selection of usechains may be based on aggregated cost
information [19].

Architectural approaches

The PCE concept can follow different architectapproaches regarding the knowledge
of established LSPs as well as regarding the estitiat may initiate a communication. In
what concerns the LSPthe PCE architecture may be either stateless tefataTherefore,
in the conventional stateless PCE architectureptth computation is based on information
available in the TED, which means that the PCE @ampute LSPs according to the known
network state information (NSI), but it is not awasf the actual existing LSPs state. It may
lead to suboptimal path computations and increasacking probability since it is not based
on an updated TED, that is, the TED may not be lssorized with the actual NSI. For
instance, it is possible that the PCE computes twomore LSPs sharing the same
wavelength if it receives those requests at theestme.

13
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To minimize the impact of an outdated TED, some kaoounds were proposed,
introducing some sort of statefulness to the stagePCEIn the first proposal, the PCE uses
a cache mechanism to store recently computed LB8&#swoid the use of allocated resources
[16]. In a similar strategy, by assuming that th8PLwas successfully established, the
stateless PCE acts proactively updating the TEferahan waiting for the routing protocol
to update itthus, if errors are detected during the signaling phase, the PCE is notified by the
source node and updates the TED again releasingdkielength [23]One distinct strategy
consists in retaining the received requests foregtain time for later computing all the
received requests concurrently [24]. Moreover, sthéd stateful PCE approach, computing
paths based on actual network state and actual k&®s, can be more efficient, the use of
an extra database to store LSP state (i.e.: LSPB&jides the TED, will introduce a high
complexity to the path computation procedure, reggimore processing resources [19].

On the other hand, regarding the communicationalier, PCE may assume either
passiveor active behavior. Originally, PCE works passivelgiting for PCReq messages
and, upon receiving, computing LSPs satisfying tbquest and sending a PCRep to the
corresponding PCC. Thus, the PCE should never st&#CEP session [16]. To allow the
PCE to start a PCEP session, a distinct PCE antbre makes use of an active PCE, which
may allow it to suggest LSP updates to the clientsven the creation or deletion of LSPs as
suggested by [25] and [26] though the introductiémew messages to the PCEP protocol.

2.1.2. ID/Locator Split Architectures (ILSA)

Distinct approaches to cope with the issues reléderbuting and addressing schemes
currently used by Internet have been proposed gbdimssified into two groups. Clean-slate
schemes are disassociated to the traditional ldysteicture employed by the OSI model
whilst non-disruptive schemes are coupled to thd §Bicture. In both cases, the main
objectives are the provisioning of service-orientedmmunication, decoupling of
identification and location functions while alsoatiag with the depletion of addresses, as it
happens in IPv4 addressing scheme. Despite theHfatta numerous research efforts have
been devoted to both approaches in the recent yeatsjork carriers seem reluctant to
adopt clean-slate architectures mainly due to tigration task difficulty, and the potential
disruption on provided services possibly promotedhy migration [27].

Non-disruptive approaches, such as ILSA [28], aoedasingly being adopted in current
network research trends, due to its capability epec with the main weakness of IPv4
addressing schemes that hinders the deploymergpications requiring large mobility and
presenting high volatility. Therefore, by decouglinP functions and assigning an
independent set of addresses for identification &owhtion purposesboth the double
functionality problem and the depletion of IPv4 eskkes can be addressed. The service
layer relies on the use of Identifiers (IDs) to pag endto-end connectivity, whereas in the
network layer, routing functions are enabled byubke of Locators (LOCS).
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In order to clearly illustrate the basic operatmnan ILSA schemelet’s consider the
scenario depicted in Figure 2.2, where an end-usi&rg a mobile device is connedtto a
webserver by means of ISP 1. While connected tol8#s the device LOC is the IP address
“X.X.X.X” (provided by the ISP) and the I2a& is assigned by the webserver in the service
layer. Therefore, the service provisioning is doheagh mapping the device ID intbe
current LOC, which is performed by ILSA. Whenevée tend-user moves to a different
aggregation point, a new network address (LOCxysgmed to it. Since the device ID is not
modified, the communication established betweenWwmsbdserver and the ID is not affected
by the reassignment of LOC “y.y.y.y”. This is different from what occurs in host-oriented
communications, where an IP address is used fdr thet service and network layer.

ILSA

& 3 1. Mapping request .
" JID: aaa -> LOC: x.x.x.x 0 =
— cl |}
< o | Webserver
ID LOC 4. Mapping request < |5
33— (ID: aaa -> LOC: y.y.y.y} ||””

-

5. Communication redirected
to the current device's LOC

ID: aaa

LOC: ®.K.%.% LOC: vy

3. User
moves from
ISP1 to ISP 2

Figure 2.2: ILSA basic operation.

2.2.SPCE as a concept

The inherent deployment of thousands of networknelats (NEs) in IoT scenarios, such
as smart cities or vehicular networks, turns lolitieg as well as IoT service composition
into large distributed problems. Moreover, the hegeneity and dynamism perceived on
IoT scenarios is adding even more complexity invitay NEs must be managed. Aligned to
the current trend in decoupling control tasks toeatralized entity, we propose to extend
PCE to accommodate the particular needs of IoT hea NEs selection (for service
composition) and the routing.

The PCE is already established as an architectwiation to detach path computation
actions from the network routers. However, extendd@fE to support IoT constraints is not
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a minor task. This complexity is mainly added bg fact that, while in traditional routing
the source nodes only queries a path between warlgldefined endpoints (the hosts), in an
IoT scenario, the service provider, when composimgwa service, is not worried about the
edge nodes but on different real-time informaticm the network. Hence, in practice, the
service provider does not know what NEs are locatdte destination domain area, nor the
availability of the existing devices in terms of pdipation/service layer resources (e.g.,
processing, storage and energy availability), anadn how to connect to each one of the
mobile NEs (i.e. what is the best path). To copéhwvihese issues, we propose using an
extension of PCE enriched with ILSA, hereon refdrte as a Service-oriented PCE (SPCE)
[10]. This section starts by presenting a prelimynapproach for enhancing PCE with ILSA
schemes. Later, the main SPCE concepts, as wil aschitecture and distincsacases for
SPCE are presented. The proposals presented inhhjser have been already validated by
the work presented in contributions [10] and [29].

2.2.1. Preliminary approach for the PCE / ILSA collaboration

In order to illustrate the advantages of the cdtaltion between PCE and ILSA
scheme, Figure 2.3 depicts a multi-domain opticatwork where PCC sends a path
computation request @service-aware PCEAs shown in step 1, the source node is attached
to an ID rather than a LOC, contrary to conventioR€E schemesSimilarly, the host
“server”, which is providing the demanded service, is also attached to a distinct ID. In order
to map thelD “server” to a LOC, the PCE makes use of an ILSA scheme, sgpeXstOnce
the LOCs are obtained, the PCE computes the békttpadomain 2 according to request
requirements, which are service-dependent (e.g.dvwiath, delay), and send a Path
Computation Reply (PCREp), as shown in step 3. Ikindhe optical lightpath can be
established.

By attaching the destination of a path computationan ID, the network resources
allocated to a path can change on the fly accortiinthe LOC best mapping the service
requirements. To put this into contexdét’s consider that, in case d& failure affecting
optical node B, the service-aware PCE might computew path in an agile manner. This is
because the destination of the computed path lisctefi on the TED as it is attached to ID
“server”. This ID can be mapped into a new LOC, such as LOC C, i.e., the decouplihg o
ID/LOCs provides an abstraction layer. Unfortunatety conventional PCE scenarios, the
failure in optical node B will impact strongly ofi paths with node B as a destination since
the information stored in the TED would be inacterai.e., reflecting that network
resources are allocated to the failed optical nadech is no longer available.

In the scenario depicted in Figure 2.3, it is shdtwm advantages of the collaboration of
ILSA and PCE schemes, where the ID is explicitleafied by the PCC. Nevertheless, we
consider that this involves high synchronization esw ILSA and the PCC. In addition,
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Figure 2.3: Collaboration between ILSA and PCE.

17



Chapter 2. First approach for service composition: the Service-oriented PCE architecture

this hinders the deployment of network-aware service-composition, i.e., the HGElect an
ID based solely on the service layer requirements, without considering the netyeristate
such as bandwidth or amount of lightpaths available to establish connection to tredd&lect
This has a strong impact on both the business models and the qualitgefile provided. To
cope with this issue, in the proposed service-oriented PCE it is envisionedelRCC only
requests the desired service, including a specific set of requirements. The SEB§bnsible
for selecting the ID(s) and finally the LOC of the nodes which best fit the requeste@ servic

2.2.2. Enhanced ILSA model

In the proposed enhanced ILSA scheme, the ID/LO@pimay is divided into a 2-step
procedure where two distinct ID classes are emplayextder to represent Service ID (SID)
and Host ID (HID). Therefore, in the SPCE architeet a PCReq can request as endpoint a
specific type of service. For instance, a SID may be a host-server or a wireless sensor node.
Furthermore, te PCReq may contain more than one SID, in case that the final service is the
composition of different services; and of courses trequest to the SPCE should also
include some service layer parameters, such agyereerailability, storage requirements
mobility profile or city area in the case of sensors. This is one of the main advantages of the
proposed service oriented architecture: a requaedpant is a service (or services) instead
of a specific host. For instance, a service request demanding high energy availability is
mapped to one or more HIDs corresponding to nodestimg this requirement.

After receiving the PCReq, the SPCE scheme map$ibes to HIDs of possible NEs
providing these services. In the example depiéte&igure 2.4, the SID=Sound_Sensor is
mappedinto three different devices able to provide the retptesesource, where two of
them are mobile anthe third is a fixed microphone installed in a building. The HIDs are
represented by Mobile_device_1, Mobile_device_2 kixéd_device_1. Finally, tlseHIDs
are mappednto LOCs by using an ILSA scheme. The SPCE will sietee most suitable
LOCs (whichcorrespond to the specific NEs required on providing the demanded service).

The SPCE architecture considers both, mobile and fixed devices. In the case of mobile
devices, a single device (characterized by its HID) loa locatedht different positions due
to its mobility. For instance, the device can freglyenhange its access point, which might
result in a change of aggregation point at thecaptiayer. In this mobile scenario the SPCE
architecture should be able to provide differentd<Oaccording to different service layer
parameters for these devices depending on the ¢ulweation of the device and/or also
according to other requirements. In the exampléigure 2.4, the Mobile_device_1 could
be in n different locations (LO@, ... , LOCiP,) and the Mobile_device_2 could be in m
different locations (LOQP, , ... , LOC:IP,.), Whereas the Fixed_device 1 (which is a
microphone in a city building) has associated otfig LOCIP,. As it is mentioned, the
SPCE will select for each device the more suitalfd€L For instance, if Mobile _device 1 is
located in the IP address,lRhe SPCE will provide the location LO®;.
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2.2.3. SPCE architecture

In this section, we describe an overview of the SR@fhitecture. We envision an loT
scenario where the access layer is based on masileell as fixed network technologies
Each access domain is formed by a wealth of hetgregus network elements (NEs) that are
enabling new utilization of their generated bigad@80]. On the other hand, the network
core is based on optical flexible technologies [3Where each optical node is the
aggregation point of an access domaie assume that connectivity of NEs to respective
access domain is already established. Therefore, goal solely consists to establish
connectivity between the aggregation points of esmess domain.

In the proposed architecture, the goal of the PGCta deliver agile service
orchestration. For this purpose, it acts as sempiogider and relies on the SPCE features in
order to achieve: 1) the Identification of the negeoviding the requested service, and; 2)
establish physical connectivity to the aggregapoint of each wireless node.

€
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v

L -4

HID=Mobile_device_1 HID=Mobile_device_2
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LOC: IP, LOC: IPyim) LOC: IP,
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Figure 2.4: Enhanced ILSA 2-steps mapping.

On the other hand, the SPCE goal is twofold: 1hidging the host IDs of the NEs
offering the requested service with the minimumtca@sd once the host identifiers are
obtained and are mapped to their respective LOGg02compute path (based on the
obtained LOCSs) with the minimum blocking probatyilas well as low optical resources
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consumption. The rationale behind this twofold gealdriven by the aim of enabling
network-aware service composition. The SPCE makesofishe network state information
(NSI) and an enhanced ILSA scheme to select batbst NEs and the best path between
the PCC and each NE.

It is intuitive that this novel path computatiomegegy imposes changeling requirements
to the conventional PCE architecture. As a netwaslare service composition architecture,
the SPCE must select the best NEs considering betlwork layer and service layer
constraints. Therefore, the SPCE is responsiblefabling the service orchestration by the
PCC.

An overview of the service request by the PCC m 8PCE architecture is illustratbg
Figure 2.5. Therefore, in step 1, a PCReq messagelivered to the SPCE containing the
main information regarding the request, for insgnequest for a video server connection
as well as specific connection demands. In stepPZ,E communicates with ILSA server in
order to obtain information about resources suitimg requirements. Special attention must
be devoted to step 2, since a mobile service-artbrdgcenario requires a more daring
paradigm. In order to cope with the NEs mobilitge tSPCE relies on the enhanced ILSA
scheme, presented on the previous section, teevetrHIDs and respective current LOCs.
Therefore the PCC does not know beforehand what the speldiis it will connect are, the
PCReq message requests just for a service, idehtiffea SID along with a set of message
parameters. Thus, based on NSI stored by the SRGElects one or a set of HIDs able to
satisfy the request. Finally, the SPCE, by mearenofLSA server, maps each selected HID
to its respective LOC. After selecting HIDs andaibing their respective LOCs, SPCEnca
compute the optimal path to destination and replyP€C, as depicted by step 3 in Figure
2.5. Finally, the lightpath between client and gerOCs may be established.

The SPCE architectural building blocks, as welttesscenario where PCC is inserted is
shown in Figure 2.6The building blocks of the presented architecture described as
following lines and the employed symbols are déwmtiin Table 2.1.

¢ An extension of the PCE Communication Protocol mefé to as (S-PCEP). This
PCEP extension supports both ID based endpointsveds as service layer
requirements-in addition to optical network layer requirements.

e PCEP Module (PCEPM). This module receives and sends PCReq and a PCRep
respectively. It receives a PCReq in the formkl SID, Req,), that is, the
endpoint of the request is a required servicljSwhereas it sends a PCRep
with one or a set of computed lightpaths. The PCRegiving is illustrated in
Figure 2.6 (step 1).
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Table 2.1: Table of symbols

Symboal Meaning

HID, Host Identifier, where n is a NEsource (s) or destination (d

registered at the ILSA scheme.

SID Service Identifier.

rech n PCReq requirements wheseandn are respectively applicatig
and network requirements

ls.q Optical lightpath wheres andd are the locators of a source a
destination NE respectively.

My Service layer parameters offered by HID

Service Orchestrator Module (SOM). The SOM is responsible for the
destination HID lookup process, i.e., based onvamiSD (step 2) it selects the
HID of the NEs offering the requested service with minimum cost (from the
service layer perspective). To this end, the SOMsustate information

available on the Device Context Database (DCDB)p(s2g Once the HID

lookup process is done, the SOM communicates withL&A scheme in order
to obtain the LOC associated to each HID selectezpd). In addition, the SOM
receives updates related to service identifierdf{Stom the ILSA scheme.

Based on these SID updates, it proactively perfdiii® lookup process.

Device Context Database (DCDB): The DCDB stores state information that is
not generated by the Traffic-Engineering Routingt®cols. This information is
the one which will be used by the SOM for the Hdkup process according to
service layer requirements such as energy avatlgbistorage resources or
mobility profile. To illustrate an example of thersice layer requirements,
consider the mobility profile metric. If a mobileBENX sharing specific sensors
has been detected at the same place every workdayeén 1:00PM and
2:00PM for the last weeks, the SPCE can make sos@ngdions considering
that the NE’s sensors have a high probability of being available during that
period on the next workday. Therefore, from thever layer perspective, the
NE X is optimal for services that require real time ieowment information.
Otherwise, constantly moving NEs only provide eomment information
during the (short) time period they are within ardgon.
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e Path Computation Module (PCM): The PCM performs path computation
actions based on HI®ndpoints, specifically as the source node an HID
specified in the S-PCEP message, as endpoint tbeddmputed by the SOM
(step 5). The PCM communicates with the ILSA schemebtain the mapping
of the HIDinto LOC in order to perform path computation actiofs this end,
the PCM uses the NSI available in the TED (stepl6)addition, the PCM
receives updates related to host identifiers (Hfil@)n the ILSA scheme. Based
on these ID/LOC updates, the PCM recomputes opliglaipaths.

e TED: Similar to the conventional PCE architecture, TeD is responsible for
storing the NSI.

e Decision Module (DM). The DM receives as input from the SOM a set ofdspl
in the form ({HID4, my}, |59 (step 7). Each tuple is formed by a destinatidb H
with its service layer parameters and an optigditjpath computed by the PCM.
This optical lightpath has the Locator of HlIBs a destination and, as source,
the locator of HIR Based on the given set of tuples the DM selectsahe
presenting the minimum cost considering both senaad optical layer cost
(step 8).

SPCE use cases

In the following lines, we illustrate through tweeicases how the SPCE might fit in a
service-oriented communication model in mobile sc&rs. In the first use case we show
how in a smart city scenario, the SPCE can proalstiveact to traffic conditions. For
instance, let’s consider the scenario shown in Figure 2.7, where each transportation vehicle
may request Video Capture (VC) functions from otkehicles. These VC functions are
processed by the cloud servers in order to getliativoview of the entire road intersection.
For instance, in step 1, the PCC at cloud requestspath computation with
SID:ALSA_Buses. This SID selection is because tG&€Rs interested to get live VC from
busses belonging to the company named ALSA. Onc€ESPeceives the request, a
communication with ILSA server is established, asven in step 2, in order to map the
requested SID into suitable HIDs and further ohtajnthe respective LOCs (in this
example, HID:ALSA1 and LOC:C). With the obtained COthe SPCE computes the optical
lightpath B-E-C and sends it to PCC, as shown @&p €. However, since the providers of
VC functions are not fixed, the vehicle identifiedth HID:ALSA1 changes its access
domain to access domain 1. This will trigger thegative provision of a new lightpath as it
is shown in Figure 2.7(b). Notice that once the HFADSAL is registered in Access Domain
1, in the ILSA scheme its LOC is changed to a ne@CL(LOC:A) (step 1). The ILSA
scheme informs the SPCE of this LOC change (stept®n, the SPCE recomputes the new
lightpath B-E-A and sends it to the PCC (step 3)erkfore, the PCC is able to reach
HID:ALSA1 through the employment of the new lightipat
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In general, future I0T service providers may demanthmunication to many distinct
and heterogeneous devices, such as sensors antbegtiraorder to enable the composition
of distinct servicesMoreover, the employment of mobile sensors can belphe coverage
problem in WSN, especially in Video-based Wirel&snsor Networks (VWSN) [32], since
the coverage will not rely solely on sensors depdolpg the service providers, but also on
NEs such as smartphones and vehicles.

Therefore, another use case of SPCE in |oT scemasiaelated to the establishment of
multicast connections requiring the setap more than one lightpatH.et’s consider the
scenario where the goal of the PCC is to composenage recognition service which makes
use of cameras embedded on mobile NEs. This imagegnition service is based on
obtaining image content leveraging mobile resouricesa city, and further processing in
order to identify certain graphical content [33U]3This use case is illustrated by Figure
2.8, which shows more details about the architecturethis example, a user located
between two access points (AP1 and AP2) requesasREC (located in Access Domain 3
and, thus, connected to LOC:C) the provisioningaaservice able to identify his/her lost
dog using cameras near his/her position. The PCCeastguthe establishment of paths to the
more suitable resources for the service executidre following steps describe the path
computation process in this use case.

1. The PCC sends to the SP@EPCReq with SID:CAMERA, as well as service
layer requirements demanding the target resourcésg tplaced close to the use
positioning. His/her positioning is determined Img tPCC through the received
user-context information.

2. When a SPCE receives the request, it maps the SIMERA to a set of HIDs
(HID:CAR_13, HID:CAR_20 and HID:PHONE_5) that arapable of providing
the requested service based on their context. Qnheedestination NEs are
selected, the SPCE maps their location (LOC) bymaeaf an ILSA scheme.
Thus, HID:CAR_13, HID:CAR_20 and HID:PHONE_5 arespectively mapped
to LOC:A, LOC:B and LOC:A. Then, the PCEP uses MNf&l available in the
TED to compute the path to each selected NE.

3. The PCRep containing the computed optical lightpathwell as the NEs
addresses are sent to the PCC.

4. The PCC establishes the optical lightpaths to C-Ad aC-D-B, further
connecting to the selected devices according tadbgng information received
from the SPCE.
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Routing approach for the SPCE

Conventional PCE schemes commonly follow a pro&ctiwting approach. Under this
approach, a PCE scheme uses Network State InfamgtNSI) stored in the Traffic
Engineering Database (TED) in order to provisioseavice. The TED is based on NSI that
is periodically updated by means of a traffic-eregiring routing protocol used by the
network nodes. An advantage of this routing appnoiacthat it avoids the high signaling
overhead required for the synchronization of the BiSted in the TED. However, in highly
dynamic scenarios, where lightpath are setup amddown in a short-term basis, the TED
may be inaccurate. The negative effect of inaceufdS! is the impact on the overall
blocking probability.

On other hand, another routing approach referredst@eactive routing, assumes that
NSI is collected on the fly at the time of a seeviequest arrival. This reduces the
inaccuracy related to NSI. However, a handicaphaf approach is that the time required to
provision a service is longer in comparison witpraactive routing approach because NSI
needs to be gathered online, i.e., consider tlantn-neglected delay of the network links
could increase the time required to collect NSI.

It is intuitive that a routing scheme should halre benefits related to accuracy of NSI
and the fast provisioning times of both proactive aadctive routing approach respectively.
In light of this, we propose a SPCE that may follaviaybrid routing approach. That is, for
service requests not requiring low provisioningdasrbut demanding sensitive (susceptible
to inaccuracy) NSI, e.g. because the destinatiom®i@ade moving at fast speed, SPCE might
adopt a reactive routing approach. For service r&guaot requiring sensitive NSI, but
demanding low provisioning times, e.g. emergencyliagpons, SPCE might adopt a
proactive routing approach.

2.2.4. Assessing SPCE scalability

Several works in the literature have highlightede tipotential benefits on the
employment of both traditionally connected mobikvites (such as smartphones, tablets,
etc.) and those not initially designed to embedwoek functionality (such as vehicles,
wearables, etc.) as mobile network elements (NBS]), [36], [37]. For instance, théarge
amount of existing mobile devices able to colleataddistributed in a city can be employed
by service providers and/or city administrators, idishing the need for deploying new
sensors in the city for data collectiom addition new services may be built through data
aggregation from distinct sourcesreatinga community effect. Moreover, the distributed
nature of the NEs maintenance tasks can be higkliglisince each NE owner is responsible
for maintaining its own device.

We must emphasize that, currently, mobility is glip affecting both network
providers and service providers. As an exampleusetonsider the evolution observed in
vehicular networks panorama during the last dec@te.ability to connect distinct vehicles
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has driven theso-called Intelligent Transportation System (ITS) gdigm, leading to the
deployment of an unforeseen set of functionalittesl innovative services, driving new
models for smart city management, novel strategiestraffic control, as well as novel
solutions for Smart-Health. We consider that ITSaixlear example on how the overall
society may benefit from a proper combination ofbility and pervasive connectivity
through the deployment of novel services with higlded value. From the technical
perspective, howeverit must also be considered that ITS scenarios ptesgherent
characteristics which lead to a contrast among retidreless mobile network scenarios,
such as the displacement velocity of vehicles, Whi in average much higher than the
observed in NEs in other scenarios, hence, comyidiv a high handover frequency on
Wireless Local Area Networks (WLAN). On the othembait is worth highlighting that
several contributions in the literature have alreguagposed solutions for some of the
specificities for these ITS scenarios. For instamoebility patterns assessed in [3839]
can enable easier and faster handover prediction.

Unfortunately, mobility does not bring only advages. While mobility is fueling new
opportunities for all stakeholders, new challenges arise. One of the aspects is related to
currently available mapping schemes, such ASS, requiring the assessment of its
performance in highly dynamic scenariodnother crucial aspect refers to the control
overhead required to handle the deployment of aramckd addressing scheme such as
ILSA. To deal with that issue, the scientific commity is pushing for decoupling control
and data plane functionalities, limiting the impagerhead they may have on the data plane.

Service provisioning specifications

In this section we present a path computation med#i a clear focus on the service
setup delay in order to compare the scalabilityhef proposed scheme. In order to illustrate
the main differences, we propose a comparison kaiwdelays conducted by the SPCE
setup and the host-oriented PCE computation masialDNS for mapping.

In order to calculate the delay in an loT scenar@ consider a generic service
demanding to communicate with a high number ofriisted IDs. The service setup delay
may be considered as the accumulative aggregafiordividual delays as follows: (a) send
request from PCC to SPCE; (b) mapping SID to HIDY; mapping HIDs to LOCs; (d)
compute paths to each LOC; (e) send the reply f&CE to PCC; and (f) establish each
path according to the reply received by the PC@ \worth mentioning that despite the fact
that (a) and (e) delays may vary slightly due terdual PCEP modifications required by the
new paradigm, we assume the difference as negligiddéay (f) depends only on the peers
establishing the connection and the use of PCE BCES is not relevant to the
communication establishment although the use diL&#A scheme may have a high impact
on communications maintenance. However, the dedapsessed in (d) are different between
host-oriented PCE and SPCE due the amount of N&s fis service orchestration in SPCE,
resulting in several path computation actions iasheg the ILSA delay in this phase.

29



Chapter 2. First approach for service composition: the Service-oriented PCE architecture

A significant difference in comparing delays genedaby both systems falls into the
mapping phase. Indeed, in the proposed SPCE actliee the mapping phase, i.e., (b) and
(c), is much different from the classical host-ated PCE, which is concerned just on
mapping one single specific ID to one specific @ddr Here, we particularly focus on delay
in (c), i.e., HID to LOC mapping, in order to compathe mapping delay used by the
proposed architecture against the current intermetit@cture based on DNS. The final
objective is to show the scalability of the propdseodel in terms of mapping latency.

Service provisioning with SPCE

In order to assess the delay resultant from the tdIDOC mapping employed by SPCE,
further confronting with conventional host-oriente@GE, a model for the delay evaluation is
generated. Tis model, as well as the obtained results, presentdke rest of this section is
further described by the work availabie[29].

As described in [11], some distinct approachegdrgddress the ID to LOC mapping in
ILSA schemes, each one with pros and cons. Amoramthschemes based on DHT
(Distributed Hash Table) seem to be the most appgalor the 0T scenario we are
considering, which needs a high scalability.

Thus, since one of the most used DHT-based sché&n€sord [40]-which provides
logarithmic lookup time @ log(p), wherep is the number of ID/LOC pairs in the overlay
network) and requires a logarithmic amount of mempey node [41], the ILSA mapping
scheme proposed for SPCE is Chord-based. In fadpitk not intended for an ILSA
scheme, authors in [42] propose an approach foH& hat can be easily adapted to any
addressing scheme (not only to IPv4 or IPv6, whschsually the case in conventional DNS
schemes). Moreover, DHT Mapping Systems have goodonmeance in large-scale
scenarios such as loT. Figure 2.9 illustrates titeraction of the SPCE with the ILSA
Chord-ring topology. The usage of the envisionedrdibased mapping system results in
the following expression to determine the delay:

Di.sa = Routing Path Length * Virtual Links Delay 2.1

where Disa is the delay for the NE selection based on an IlsSAeme; Routing Path
Length is the number of hops in the Chord-ring reggiito reach the destination Chord-node
(i.e., the Chord-node which contains the LOC of Hi® being mapped); and the Virtual
Links Delay is the average delay of each virtuak kivhich composes the Chord-ring.
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Figure 2.9: Chord-ring topology used by ILSA.

It is obvious that the average routing path lengthiesaaccording to the number of
Chord-nodes required to compose the Chord-ring.sTllwe Chord-ring size is a function
which considers the average storage capacity ofi €&wrd-node in bytes (SC), the total
number of HIDs (N_HIDs), and the size of each emtfrghe mapping system used to map a
HID to a LOC (SEntry), as shown in the followinguadion:

Nenord_nodes> N_HIDs * SEntry / SC (2.2)

where Nhord_nodesiS the minimum number of chord nodes needed tateréne Chord-ring
topology. In addition, according to [40], the awggarouting path length for a DHT-based
mapping system, arranged as ring, such Chord, eatebcribed as:

Routing Path Length = %2 169 Nchord_nodeb (2.3)

Host-oriented PCE

As mentioned, our focus in this section is to shbe scalability of the proposed model
in terms of latency, especially in relation withettmapping delay. As a host-oriented
architecture, we assume the traditional PCE makesall DNS servers in order to map the
destination ID to an IP address.

Nevertheless, the DNS mapping time depends on nddifgrent configurations on the
servers, including its location, number of suppdrémtries, TTL of each DNS record type
(e.g., A, NS, and PTX), server load, number of aesmissions, the algorithm used for
caching and its efficiency on hits/miss, etc. Thusgause of the high number of variables,
many works assessing DNS servers limit their anslgsily to observations of real values
contained in the log files of the evaluated servers., [43], [44]). Hence, instead of
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computing the DNS delay through mathematical modeésused values provided by these
stateof-the-art contributions.

Evaluation

In this section, we present preliminary resultssefvice setup time according to the
time model presented for the chord-ring topologypkayed by ILSA. We compare the
results of the SPCE proposed architecture, maksgyaf ILSA mapping strategy, and the
host-oriented PCE, with DNS mapping.

To achieve the presented results, we adopted asmgder the value of 10ms for the
average Delay of the Virtual Links. The minimum riens of Chord-nodes to compose the
Chord-ring according to the number of HIDs and éderage Chords-nodes storage capacity
were obtained by using Equation 2.2 and are predeimt Table 2.2. All presented results
were generated considering HIDs with 20 bytes a@Ck with 12 bytes, i.e., 32 bytes for
each entry.

Table 2.2: Required number of clid-nodes

Storage capacity of Chord-nodes
65536 262144 1048576
30000 25 7 2
40000 30 8 2
50000 35 9 3
S [60000 40 10 3
T
S [70000 44 11 3
3
E [80000 49 13 4
Pz
90000 54 14 4
100000 59 15 4
110000 64 16 4
120000 69 18 5
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Figure 210 shows a comparison of the delay obtained to map ngle ID (HID in
SPCE) into a LOC (address in DNS-based) for the tinodel presented for the SPCE vs the
values observed in [43] and [44], which consider tise of DNS servers in order to request
a path to only one destination node. We show inxtlaxis the overall amount of potential
IDs and, as expected, the larger this number islatfger the mapping time consuming will

be.

On one hand, we are aware that future works mustidennot only one NE in order to
enable service orchestration, and the mapping aindisiDs will introduce an extra delay.
Also, the path computation in an |0T scenario maguit in a substantial increase of the
SPCE path computation time, in comparison with lbet-oriented PCE with less NEs. On
the other hand, the results shown in both Tablea2d@ Figure 2.0 illustrate a very small
scenario with a low number of IDs in order to ematiie comparison with presented DNS
results. For instance, the Chord-nodes storagecdgpaf the results presented in Figure

2.10is limited to only 65536 bytes.
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Figure 2.10: Delay variation in ILSA and DNS mapping schemes.

To compare these results of SPCE with the tradiibiost-oriented PCE using DNS, we
need to take into account the described charadt=isf 0T as dynamicity and the high
number of nodes. Thus, because of these charaisyisre assume that to resolve a DNS
lookup in this scenario the number of referrals ldobe increased. According to values
observed in real DNS servers by [44], 40% of loakupith one referral are resolved in more
than 100ms and, when using two or more referratsenthan 95% of lookups have latency

longer than 100ms and 50% have latency longer 1@0ms.

The presented values show that the use of ILSA beag good alternative to the DNS
based schemes when developing networks with a highber of IDs, such am loT
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scenarios. For instance, [44] states that NS rectedd to have a TTL much larger than A
records. It is also claimed by [45] that the usél oL value O for A records have a limited
impact on traffic load when using DNS on mobilewerks, but in 10T, with a large number
of mobile nodes and a high mobility rate, such ravehicular networks, this may not be
true.

34



3. Moving from SPCE to F2C

In this work, we have firstly envisioned the tailgg of the PCE network routing
technology for enabling its employment as a servaiging solution in a service-oriented
scenario. However, some of the characteristics rokslein the PCE architecture make this
technology to be not the best option for the ermried future 10T applications, as described
in the following lines.

o Albeit ILSA mechanisms has shown a high scalabilittyresource mapping in a
centralized scenario, new loT services are expetadquire real-time service
placement. This includes the network transmissielay] which can yield a high
impact, especially when employed mapping servers kcated at DCs
geographically located at large distances from eseks, such as it happens in
web services deployed in cloud premises.

o Required signaling traffic generates a high loadh&t network core. This is
valid both for the demanded updates D&€DB and updatego the mapping
information placed on distributed ILSA servers. thermore, the need for
frequent communications of SOM and PCM with ILSAw&es yields an extra
load on network links.

e Since enddser personal data needs to be transmitted in ordeallow the
deployment of certain services, security and piyvaoncerns must also be
mentioned as a drawback to centralized mechanismsh as SPCE, where
sensitive user data must travel through larger distshaugmenting the risk of
being captured by attacks.

e Since it is based on a routing technology, the SR@& at the provisioning of
the best path to connect a service provider tontlst suitable resource at the
edge of the network in order to provide the reqdiidata This collaboration
model limits the amount of resources that may beresth by end-users to data
collection resources.

However, in parallel to the conducted research,va lnd paradigm comes up with the
empowerment of novel network architectures, suclogscomputing. This new scenario
pavesthe way to reformulate the problem, looking for ausi@in much more suitable than a
PCE based approach. Therefore, based on benefitomg cloud and fog computingve
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have envisioned an alternative that may enable durtlollaboration between core and edge
resources. We believe that this collaboration ieead on future network applications since
several QoS parameters demanded by real-time apiplis, such as low network latency,
may be provided by the employment of resourceshatedge of the network. Moreover,
besides reducing the perceived service latencyethployment of fog resources may also
optimize network usage and increase private datargg by diminishing the distance
between the end-user and the IT premises runnimgethl-time services.

Furthermore, different from the PCE based approtwhemployment edge resources in
fog computing is not limited to gathering of data fwocessing at service providers. Rather,
the employment of idle edge resources, includingcessing and storage resources, enables
the creation of highly virtualized micro data cast¢MDC) geographically close to end-
users.

In the next chapter, the background technologiesl@yag for the rest of the conducted
work are presented. These technologies includesltied computing-with special focus on
its application on loT scenaries fog computing and combined Fog-Cloud model.
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4.1.Cloud computing in IoT scenarios

Advances on the mobile computing paradigm, includirgnerging wireless
communications technologies, as well as the devedmpnof low-cost sensors and the
growth of smart data processing in M2M communiaatibave recently facilitated the
deployment of the so-called Internet of Things (lolf) parallel, the evolution on DCs has
also enabled the development of cloud computingyiding virtually unlimited processing
and storage capacities in an on demand self-sersazdable, location independent, pay-
you-go online computing model. Indeed, cloud servams composed by a set of DCs
offering distinct cloud servicenr-demand models, such as Software as a Service (SaaS)
Platform as a Service (PaaS) or Infrastructure @eraice (laaS).

The loT and cloud computing wedding has enabled dbgelopment of services
requiring the soaringleud servers’ capabilities in conjunction with the distributed data-on-
demand provisioning enabled by loT devices deployedmart environments [4]. This
symbiotic mutualistic relationship enables I0T seeg leverage cloud capacity in order to
store myriads of data generated by the huge amolusensors deployed in a distributed
fashion in distinct environments, such as citiesnolustries. Furthermore, the capacity for
analysis of unprecedented complexity enables efficidata-driven decision making and
prediction algorithms employment in IoT scenari@n the other hand, cloud service
providers leverage the distributed real-time dataisioning enabled by the distributed real
world things [46].

The advent of this new paradigm, enabling ubiquitans pervasive computing, has
undoubtedly driven several I0oT services, tailoredistinct scenarios, to pop up, as shown
in Figure 4.1. These services include Personal Hedssistant (PHA), Intelligent
Transportation Systems, Smart Home, Environment iMong, among others [1]
Healthcare services, for instance, may enable remmetdical supervision to patients at their
home through the employment of body sensors, emghineasurement of several body
characteristics, such as pulse rate and blood preq47]. On the ITS donia, vehicular
data clouds can store several dynamic informategarding vehicles, such as individual
mobility profile, vehicles maintenance data, amaoiigers. Hence, service providers may act
proactively managing traffic, reducing road congest increasing road safety,
recommending car maintenance, etc. [48].
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Figure 4.1: loT applications enabled by Cloud.

This smart scenario is expected to grow with noe$een limits, fueled by the
unstoppable technological evolution which unquestiby promotes the continuous
generation of new edge devices, with ever more piulveapacities, including the capacity
to collect large amounts of data and thus fostethmy development of new services with
more demanding needs in terms of capacity, qudikivery, security or end-user latency.
This situation of continuous evolution producesrawgng in spiral with no end, so that the
higher the edge devices capacities are, the morgleamand exigent the requirements of
end services will be.

A relevant number of works in the literature hageused in solutions for distinct issues
regarding service allocation in cloud, such as Qo8ra scheduling mechanisms, VMs
management and migration with dynamic load predictess well as QoS/green computing
trade off [49] [50] [51]. In fact, albeit the effoexpended by the community on green DC
implementations, this topic persists as one ofnilaén subjects in DC researches, turning out
new challenges in the employment of cloud computmtpT scenarios [49] [50]. However,
in such scenario, green computing strategies atallyslimited to the management of
workload within cloud resources. Hence, strategieshsas load prediction algorithms are
employed in order to distribute the VMs efficientipinimizing the number of used physical
machines and allowing some of them to be switclf&dndnile avoiding severe overload.

The deployment of an integrated control plane feogyaphically distributed DCs has
also been subject of study recently. In [52], aushotroduce an enhanced network control
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plane architecture leveraging distinct strategigsnitwork and IT resources aggregation in
DCs. Furthermore, the paper also proposes an draties mechanism to enable the
identification and selection of DC services, by exleg PCE to an IT-aware architecture.
To that end, an extension to PCEP is proposedorporating new parameters to PCEP
notification message embracing IT and storage médion-, facilitating an IT-aware path
selection. Albeit that work presents some good psafs for service allocation in cloud
DCs, it does not consider scenarios with high resmdynamicity, such as those envisioned
in loT. Hence, it lacks an efficient mechanism &®f an updated resource database.

Although several researches in cloud technologyehbgen conducted, the intrinsic
distance from cloud resources to end-user is hingaghe deployment of loT services with
specific requirements. The latency introduced by ¢bmmunication between end-points in
a cloud centric 10T contrasts with the expected @oSeal-time services. Healthcare, for
instance, may require the appropriate actions totdken immediately when abnormal
scenario is met. In a similar manner, autonomousicles must recognize environment
modifications immediately. Other sensitive I0T sagos include real-time monitoring in
manufacturing plants or real-time navigation infia€ontrol systems [53].

4.2.Fog computing

The demand for extending the cloud computing moitelorder to diminish the
communication latency between end-user and closdurees, along with the smart scenario
promoted by loT and the increasing hardware cajescibbserved at the edge devices
notably mobile devices, such as phones or vehi¢leismulated the advent of fog computing
[17]. The main rationale behind fog computing is to brihg IT resources closer to the end-
user aimingat the provisioning of reduced and predictable layerior 10T services
offloading by making use of the computational reses of NEs located at the network edge
in a highly virtualized and distributed fashion. Wthis approach, a service may avail itself
from the geographically distributed NEs in scenarisuch as Smart Cities or Smart
Transportation Systems, among others, decreassmdemand for cloud resources.

Besides preventing high network delays on serviansimission, the use of available IT
resources located at the edge, combined as mict® danters, may further reduce the
overall Service Response Time (SRT). Moreover, ikl benefits may be attained from
proximity between end-points, contrasting with thesues arising from the strict
employment of cloud data centers in 10T scenaasspollows.

o Improved security and privacy for the end-user ajrfor specific applications,
personal data can be processed at fog resourdégy than requiring it to be
sent to cloud, increasing the risk of attackerslitain sensitive user data.

e Reduced bandwidth consumption at internet backlzreeto diminished traffic
at the network core.
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e Reduced energy consumption at cloud data centersvads as at internet
backbone, also resultant from the diminished us#gesources at the network
core.

o Efficient synchronization of distributed control aples since each fog is
responsible for underlying resources in its respecdirea in a hierarchical view,
not requiring the complete view of resources madalgg distinct fog servers
[53].

e Reduced internet connection costs for end-useresieveral services shall be
deployed through WLAN, diminishing the amount oftalaequired to be
transferred to cloud servers through costly mobékutar networks.

The comparison between cloud and fog architecturegerms of latency, is further
illustrated by Figure 4.2. Notice that, rather ttestablishing a high delay communication
between cloud DCs and edge devicesich as sensors and end-user devicéise fog
provides a low delay MDC by leveraging idle res@msrshared by resources at the edge of
the network.
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Figure 4.2: Distinct architectures applied to 10T: (a) Cloud computifig) Fog computing.
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It is worth mentioning that even the ISPs are kel embrace the combined paradigm
of fogs and clouds as opposed to the cloud onlg, the concerns related to both power
consumption and the amount of network bandwidtht thmust be dedicated to cloud
computing connectivity. Recall that cloud infrasttwres commonly demand high-speed
Internet connectivity from ISPs in order to supptité cloud services demanded by end-
users all around the world. This network overlogdisa ever stressing telecom companies
mainly because this network traffic increment daes turn into additional revenues, with
the aggravating circumstance that network equipnséould be continuously upgraded to
meet the strong conditions posed by IoT serviedata collection at the edge and data
processing at cloud prengis-, with no benefit for telecom companies.

Nevertheless, as a new technology, fog computinglde surrounded by major issues
which, if unaddressed, may hinder its real deplaytrend exploitation as well as limit its
applicability. Several constraints are imposedhxy NEs in a fog scenario, mainly related to
their reduced capacity in terms of processing aodage in comparison with the cloud, as
well as reduced availability stemmed from their mhibh volatility and limited energy
source causing undesired service disruptions. Tthesobjective of fog is not to replace
cloud. Rather, they may be considered as compleangmngince the most suitable resources
should be allocated for distinct services executimnit in fog, be it in cloud.

From an implementation perspective, in order tdoém#he creation of interoperable and
secure fog systems, the OpenFog Reference ArchieeqfOFRA) [54], created by the
OpenFog Consortium, defined the most importantuiesst characterizing fog computing, as
well as the pillars of OFRA: security, scalabilitypenness, autonomy, programmability,
RAS (reliability, availability and serviceabilityagility and hierarchy. Moreover, the OFRA
further highlights the collaboration of fog compgiwith cloud computing in a hierarchical

topology.

Nevertheless, what is unquestionable is the needafccoordinated and efficient
management of the diversity of resources distrithatefog and cloud premises. Therefore, a
novel computing paradigm, designed to cope withs¢helemands while taking into
consideration the specificities of next generatibriernet services and resources, is
introduced in the next section in detail.

4.3.F2C architectural model

Fogto-Cloud (F2C) has been recently proposed in [18h a®vel computing paradigm
benefitting from cloud and fog premises availapjliproposing a layered architecture, where
heterogeneous resources are dynamically and hiecaity distributed according to key
characteristics, including information related t@iable IT resources, energy and mobility
profile, vicinity, among others [55]. By working in aollaborative model under a
coordinated and orchestrated management, F2C dithg @rovisioning of enough capacity

41



Chapter 4. New loT paradigm: Fog-to-Cloud (F2C) computing

to execute services while getting the most of #®ources according to the layer they are
located. Therefore, client requests may be executéawer service response time, reduced
network load and better energy efficiency.

The combined F2C model envisions a hierarchicahitecture leveraging both cloud
and fog frameworks in a coordinated fashion, makingossible for new services to be
created, but also improving the whole performanoasiering for example execution time
parallel execution, edge processing, fog seculity, resources utilization and high energy
efficiency. To this end, a comprehensive contra amanagement strategy must be defined,
addressing coordination aspects as well as therdift relationships to be set among the
different cloud/fog components

The collaborative model adopted by F2C architectysaves the way to design new
service execution strategiessnabling distributed execution of services over ipldt
devices properly tailored to the dynamic, volatile and dregeneous resources scenario
defined in F2C. Therefore, the F2C coordinationbées the distributed service execution
not only in a horizontal fashion, within fogs praseg resources with similar
characteristics, but also in a vertical fashioneveha service can be distributed within layers
consisting of resources with distinct charactersstiThe service distribution is performed
through the mapping of sub-tasks of a service theomost suitable resources, according to
subtasks demands, be it at fog, be it at cloud.

Therefore, distinct devices are distributed intaidig architectural layers according to
their respective characteristics, including proocgssapacity, energy availability, mobility
profile, and communication technologies, just taneaa few. Unlike common hierarchical
topologies, such as hierarchical cloud implemeatesj the layered topology presented in
F2C is dynamic, in accordance to the dynamicityeobsd in loT scenarios. Hence,
resources’ context plays a key role on the definition of their distrilmut within distinct
architectural layers in a given moment. For inseane static connected resource may be
logically moved into a distinct layer if it is disepected from power source or starts
moving.

The 3-layered F2C topology depicted in Figure #&sed on the one proposed in [55],
considers the mobility and proximity to end-usertlas main attribute for layers definition.
Hence, the lower layer (fog layer 1) is composedniyadf resources on the move, such as
vehicles and smartphones, providing low networkreyeat the cost of a higher disruption
probability. The upper fog layer (fog layer 2) isngposed of permanently or temporarily
static resources in a smart scenario whose neti@éekcy may be higher than the perceived
in the first fog layer resources, albeit it is Istdonsiderably lower than the cloud
communication delay. This layer may embrace bokediresources in a building and
resources provided by cars in a parking lot, fortanse. The cloud layer is formed by
reliable, dedicated and static servers with on-dehm@mputing features such as processing
and storage capabilities, accessible through therriet backbone, providing nearly
unlimited resources.
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Figure 4.3: 3-layered topology example for F2C.

43



Chapter 4. New loT paradigm: Fog-to-Cloud (F2C) computing

As previously mentioned, the high capacity is ofpgavided in the cloud at the cost of
high access latency, whilst the opposite is obskinghe fog. Therefore, fog controllers at
the lower layer are responsible for the discovarg management of a large amount of edge
resources, possibility on the move, keeping indigidcontext information. Thus, it can map
services with low requirements in terms of procegsand storage capacity, as well as
overall execution time, into the most suitable edggurces.

On the other hand, fog layer 2 controllers keep rimi@mtion regarding more static
resources, which, in comparison to resources arlay may be easily clustered according to
pre-established policies providing higher religgiliand lower volatility. Moreover,
controllers at this layer may keep aggregated médiiron regarding available underlying
resources, enabling proper forwarding of servicewnataling low requirements to the most
suitable underlying fog.

The distributed control employed by F2C introdu@esiumber of challenges which
should be overcome in order to enable the deployneénsuch architecture, including
semantic adaption, coordinated layer orchestratttoyd and fogs identification, as well as
resources discovery and service allocation, jushdame a few. Some of these issues are
being tackled by an H2020 European project so-daitd-2C [56], which is an ongoing
work aiming at designing and implementing, for fhist time, the F2C architecture in a real
scenario. The research presented on the followiapiers of this thesis is mostly focused
on the assessment of some of the service allocetiated issues.

The service allocation itself must cope with thecsfie aspects associated to cloud and
fog resource models, requiring distinct strategoeproperly map IoT services into the most
suitable available resources, taking into accounttiipe of shared resources, capacity of
resources, energy consumption, network transmissielay and load balancing, among
others. Moreover, albeit some proposals may be dounthe recent literature discussing
about the service allocation on Clouds and Fogs,ynmssues remain unsolved yet, since
studies on F2C are still premature.

On the other hand, the benefits of F2C architesturay be diminished by failures
affecting the computing commodities driven by thenawyicity and volatility imposed by
edge devices. Indeed, these failures may be pitohebifor the achievement of the
envisioned performance in F2C systems, posing ettedlenges for the service allocation.
In order to withstand possible failures, the dea§movel protection strategies, specifically
designed for distributed computing scenarios isiireqgl.

Moreover, the successful deployment of real-timevises, demanding very low delay
on the allocation of distributed resources, depeodsthe assessment of the impact of
controlling decisions on QoS. The employed contapology, for instance, may highly
affect control decisions latency, having a decigsie on the QoS-aware service allocation.
The control topology definition in a layered managat architecture, such as in F2C
systems, must include the evaluation of distinehpeeters, including individual controllers
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capacity, overall amount of controllers, and thember of layers in the F2C control
topology.

In addition to what have been stated so far, itrideniable that a key aspect in the F2C
design refers to security, since F2C arises sgcig#tues besides those yet unsolved in fog
and cloud. Unfortunately, security strategies emetb by cloud computing require
computation power not supported by devices at tige eof the network, whereas security
strategies in fog are yet on their infancy. Undodhtethere is a clear need for novel
security strategies able to handle all componentghie F2C architecture. In the next
chapters, each one of these aspects are discusseddmprehensive manner, through the
presentation of strategies, mathematical modelsastiaghed results.
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5. Service allocation in F2C

5.1.Challenges on service allocation at the edge of the network

Service allocation in fog computing is currently mosubject to research than
deployment. Indeed, cloud and fog, even though epnally similar, present crucial
differences. Unlike cloud computing, any fog compgtsystem must deal with the intrinsic
constraints brought by the edge devices, such as rgbdhnergy issues, reliability, and
heterogeneity, among others. These characteristiesraising several challenges for the
service allocation in F2C scenarios, which areoditiced in this section, along with recent
efforts on the service allocation at the edge ofrtéevork.

Real-time service execution requires the allocatdnresources close to end-users,
enabling low service transmission latency, whilesidering edge devices constraints, such
as limited capacity in terms of both IT resourced available battery. Therefore, when a set
of requests is received, each request must be rmdappe the most suitable resources in an
optimal fashion, considering the high heterogenp#yceived in the edge as well as distinct
service requirements. The service allocation mustsitler service characteristics such as
type and capacity of required resources, executpriority and estimated energy
consumption, just to name a few.

Several studies have assessed scenarios whereas&@C, fog commodities are placed
at the edge of the network and the cloud infrastmecis closer to the conventional network
backbone [57], both operating together. Howevelis itvith no doubt that more research
efforts are required to distill the challenges tedato the actions supporting the allocation of
IoT services in scenaripsspecially in F2C

Service allocation in cloud computing is well posited in network research, in
comparison to fog computing. Key studies describiimg needs and the structure of data,
management and control plane schemes for cloudbeafound in [58]or [59]. Related
studies focusing on control actions needed foriserallocation can be found in [6@]r
[61]. In [62], authors target the allocation of wasces for clouds in dynamic scenarios.
Other studies, either present a methodology foriserallocation in cloud scenarios [63], or
consider service allocation in mobile cloud scersi[i64].

However, the research on the fog field is still inboma. There are no standards nor a
widely accepted position related to what definee tbverall combined fog-cloud
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architecture. On the fog computing side, severalkw@ssessed the use of 10T devices as
source of data for cloud services. Only few worksehaxplored the potential benefits, in
terms of SRT, brought by using the processing dapaif devices at the edge of the
network, as first proposed by fog computing. Fastamce, authors in [65] describe the so-
called FUSION framework and its architectural aspeegarding services orchestration and
selection at fog (here called “edge clouds”). The work aims at achieving low delay on
service execution focusing exclusively on data &itjan delay, where fog devices are data
sources of which the resources are not shared wotitler fog clients. This means that
resources volatility or data quality are not coesétl. In the same way, albeit the Real-Time
Thing Allocation algorithm (RTTA), proposed by [66Fk demonstrated to be a run-time
computation efficient heuristic, only data collectidevices are considered and, besides that,
the only evaluated constraint is the energy congiompassuming that all other resources
are unlimited.

On the other hand, the work in [67] presents a memjuce strategy for splitting
complex service into small tasks enabling theiraflal execution within edge devices, with
further combination of results. However, the foamsthe distributed execution of services
demanding high processing capabilities on CPU caitetd edge devices yielded results
worse than the centralized execution. However, @sthrgue that their solution is useful for
service providers with small/moderate budget runnileday tolerant service. Albeit [68]
assesses the service allocation and energy consamiptfog and cloud computing systems,
the presented architecture have emphasis on statiice planning scenarios; in other
words, the set of services to be allocated is kndnviadvance. Moreover, the presented
architecture is not F2C-compliant.

The work presentedn [69] proposes a strategy for mobile service offliog to a
remote server when a static threshold is surpaddediever, the strategy does not allow
service partitioning and, thus, parallel executi®ather than employing language-based
fine-grain solutions, such as JVM (Java Virtual Mae), for enabling service divisiofif0]
proposes a coarse-grained and language-indepeagenbach. It is stated by the authors
that a service developer is able to quickly apply ifications to the code with little
training, tailoring complex applications, obtainifeyv errors and high quality.

The work in [57] introduces a prediction strategy the pre-allocation of resources in
fog scenarios based on customer’s loyalty, measured by service relinquish probabilities. This
study is focused on scenarios where customers inéeenittent connectivity, rather than on
mobility.

In this chapter, we introduce and formulate theviser allocation problem in F2C
scenarios, whose main goal is to minimize the latesxperienced by a service to reach out
to the resources meeting the service requiremeftslst sections 5.2 and 5.3 limit the
problem formulation to planning, the service alldga in section 5.4 is extended to an
online scenario. Thesideas, presented in this chapter, have been prslyialescribed by
the works published in [55] [71] and [72]. The farlated service allocation problems differ
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from previous works in the literature in the followi (1) it does not limit the service
allocation at the edge resources to data acquildpjt contemplates distinct constraints
inherent to edge devices such as processing andyetieritations; (3) it is compliant to
F2C distributed and parallel service allocation.

5.2.Preliminary approach for service allocation in F2C
Scenario description

The envisioned F2C scenario embraces both fog daddcresources, which are
hierarchically distributed in a vertical mannerarthree distinct layers, as shown in Figure
5.1. In the considered model, the hierarchy of weses is determined by their capacity, as
well as their vicinity and reachability to end-useFor instance, devices presenting high
mobility, such as vehicles traveling along a rohaye low reachability to end-users, since
the constant movement, especially for vehicles ighhvelocity, increases the disruption
probability of eventually allocated services duéhe reduced time they will be on the scope
of end-users. Figure 5.1 also incorporates the adleadt Access Network, including the
connectivity and devices on the user side to allogvusers to access the required resources
to run a service. In the following lines, more ditaiegarding distinct F2C layers are
provided.

e The access layer is composed by end-user devicesectuh by means of
distinct access technologies, such as WiFi or 4es€ end-user devices may
both request and offer resources to the F2C model.

e The first fog layer (fog layer 1) is the one closernd-users, which are usually
connected to this layer through a single-hop wa®leonnection. This layer is
composed by fog servers with low capacity, whichgragates available
resources on the access layer and guarantees delawy-access to nearby users
through a pool of virtualized resources. An examgfiehe first fog layer is the
concept of vehicular clouds, which are mobile scesaformed by vehicular
networks providing cloud computing features [73].

e The second fog layer (fog layer 2) is composed dyy servers embracing both
nomadic and fixed devices. The resources aggredntéog servers in this layer
are in a neighborhood wide area, enabling a cotltbe sharing with medium
capacity and latency. For instance, fog premisesuiplic buildings or vehicles
in a parking lot may share their resources, enabliireg creation of a micro
datacenter able to offer medium access latency.
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50



5.2. Preliminary approach for service allocation in F2C

e The higher layer is formed by conventional cloudvees, accessible through the
Internet backbone, providing almost unlimited reses at the cost of a high
latency.

System model

Since the deployment of architectures based on Itife concept faces plenty of
difficulties, this section is focesl on the selection of resources for services allooat
considering a simplified use case. The followinguasptions are considered.

e All service demands are coming froemd-users directly connected to fog layer
1 (seeFigure 5.1);

e The described model is generic in terms of the eygd resources. Hence, it
considers one resource type that is demanded bgealices, though may be
allocated by one unique service in a given momet., CPU;

o Albeit services are demanding the same resource, tygrvices are categorized
into two distinct types in terms of the amount efjuired resources, as described
later in this section;

e The total capacity of eaclod, as well as the amount of resources required by
services, are represented through the number dk,sice., a slot is the
measurement unit used to represent the minimunuresallocation.

The NSI, and IT resources information employedtfa service-resource mapping are
represented by a static graph, containing exclugitieé accessible resources in a given
moment and the total slots availaldeeach node, as shown in Figure 5\e consider a
F2C node to refer to a fog or cloud in F2C topoloay in [74]. We consider an loT resource
accessible when a connection to this resource neasdi regardless of the number of
available slots. It is worth mentioning that, as r@ggtion points, the fog layer 1 nodes
capacity is precisely the sum of individual capasitof each accessible end-user device in
the underlying layer, as showed in Figure 5.2. Muegp the distributed allocation of a
service may be accomplished by employing slotsisfintt fog nodes (including nodes in
distinct layers).

Leveraging tis static representation of the resources topologypvopose to model the
service allocation problem as an ILP problerherefore, we highlight two main goals: i) to
obtain a low latency on mobile services transmissii) the need for provisioning the highly
demanding requirements of both existing and futafieservices.
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That said, in the modeled ILP problem, our mairechje is to minimize the total delay
for services requesting resources. In the modeld#iay D observed by the set of services S
is minimized according to Equation (5.1). For tlakes of understanding, Table 5.1 defines
the metric values used in this section.

Is|

min: > b, 5.

Equations (5.2) and (5.3) represent nodes and §haisations. Equation (5.2) is the
constraint responsible for avoiding the allocatadna number of slots higher than the F2C
node capacity, whereas Equation (5.3) preventsséme slot of a resource to be used by
more than one service simultaneously. It is wortmtio&ing that the model meets the
described topology, where two sort of fog nodeshwdlistinct capacities, i.e., distinct
number of slots, are considered according to tlyerldhey are located at, as well as one
cloud node able to run all services in S, i.e.hwiblimited capacity in the problem scope.
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Table 5.1: Symbols definition for the service allocation model
Symboal Definition
S Set of services requiring IT resources in order tg
executed

R Set of accessible F2C nodes

K Set of slots of a specific F2C nodgi.e, respective
' node capacity

U, Requirements of servidan terms of number of slots

N, Slot allocation delay for a resource

D Total delay until successful allocation of resour
' demanded by servide

[ |s|

SV, <K, VreR

k=0i=0

Is|

ZY <1lvreRVke K,
i=0

ik —

where Y, ¢ is an integer linear variable defined as:

Yi,T,k = {0

1,

if service i is allocated in slot k of resource r
otherwise

(5.2)

(5.3)

Furthermore, two distinct types of services aresidered based on the so-called mice
and elephants effect. Therefore, services are disiim terms of the required resource
capacity, where the mice consists in a large amoftiaérvices with low requirements, i.e., a
few number of slots, whist the elephants represeamall number of services requiring a
large number of slots. Regardless the amount ofiired slots, the service allocation is
accomplished only if all required slots can be sssfully allocated. Thus, the objective
function must comply with the constraint given bguation (5.4).

IR| ‘Kr|

SV, =U,.Vies

r=0 k=0
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Finally, in order to calculate the delay for eaelnvice allocation, we compute the delay
added by each slot allocation in distinct nodesstasvn in Equation55). Hence, the delay
added by a nodeis denoted by,. In order to meet the described topology, the ylakdded
by nodes in fog layer 1 must be configured to beeiothan the delay added by nodes in the
fog layer 2. Aligned to that, the delay added bg tloud must be higher than the delay
added by the underlying fog nodes.

IR| %]

> Y VY, ,xN =D, Vies (5.5)

r=0k=0

One may notice that the overall service allocatimiay obtained by Equatiorb.p)
takes into account the delay for each allocatetiafla service. In order to compute the total
delay for each service, two distinct approaches iamglemented. In the first approach
(serial), when a service requires two or more sliaim the same resource, the delay of just
one allocation for this resource is considered. iRstance let’s consider that the delay of
any noder on the first fog layer is N1 time unit. In this sense, if a service requirkglots
is allocated on 2 distinct nodes in this layer, e2gslots of resourcel and 1 slot of resource
r2, then the final delay is N+ N;, = 2 time units.

On the other hand, the second approach (parad&Bstinto account the possibility of
parallel allocation observed on several l0T semvideor instancelet’s consider a service
requiring 3 slots, distributed among fog layerfdg layer 2 and cloudyith delays 1, 2 and
10 time units respectively. In this parallel appioathe final delay is 10 time units if all
slots are successfully allocated, whilst the presisarial version faces a delay of 13 time
units. In the following section, the results atednby the described model are presented, as
well as a comparison between both allocation appres.

Results

The results achieved by the presented model wetar®d through the employment of
the well know optimization tools PuLP [75] and Guirdbptimizer [76] The presented
values are attained through the average of 30 exasuof the implemented model.

In the employed scenario, it was considered, fiesaf simplicity, that all fog nodes
located in the same layer have the same capacitiistwthe available cloud capacity is
always enough for the execution of the set of sewvim the simulation trials. Moreover,
individual slots in distinct resources and layers i@entical, that is, distinct slots may offer
the same sort of IT resources. As a consequenpdcsag differ from each other only by the
capacity (number of slots) required to fully alleeéhem. Hence, in the presented results we
use the mice and elephants terminology, represgni@spectively, the large amount of
services requiring few slots in opposite to the lamount of services requiring higher
number of slots.
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The simulation parameters employed for attaining pinesented results are shown in
Table 5.2. In all performed simulations, the tataimber of services ranged from 10 to 90,
whereas the total capacity of the cloud node wasstim of all services requirements.

Table 5.2 Parameters employeid the service allocation model

Parameter Value

Number of fog nodes in layer 1 4

Number of fog nodes in layer 2 2

Number of cloud nodes 1

Total capacity of each node in layer 1 20 slots

Total capacity of each node in layer 2 100 slots

Delay of fog layer 1 nodes 1 time unit

Delay of fog layer 2 nodes 2 time units

Delay of cloud node 10 time units

Percentage of mice 90% of number of services
Percentage of elephants 10% of number of services
Mice requirements 3 slots

Elephants requirements 30 slots

Figure 5.3 shows the services allocation averagaydetrsus the number of requested
services when we consider the overall time of a serds the sum of delays in a serial
execution (first approach), and also when we carside delay as the maximum delay in a
parallel execution (second approach). Further, Wwewsa comparison for both types of
services, mice and elephants. The obtained reshtis/ that mice and elephants delays are
very similar in a parallel allocation approach,.,i@hen slots from distinct resources and
layers are allocated simultaneously. On the otlzrdhin a serial allocation approach, one
should first notice that, as expected, all delayesshagher in comparison to the parallel delay
independently of the service type.
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Figure 5.3: Delay versus total services.

Moreover, it is also worth to mentioning that, iontrast to the parallel allocation
approach, the average delay for elephants are aeradily higher than for mice in serial
allocation. This may be explained by the fact tifnat distributed allocation of a service may
increase the number of distinct resources uselddrsame layer of the model. Consequently,
the distributed allocation of an elephant servies la higher probability of embracing a
higher number of distinct resources. Nevertheldss, distribution among resources on the
same layer does not affect significantly the fidalay of services allocation in the parallel
approach. On the other hand, in a serial allocates@en with the distributed allocation in
fog nodes within the same layer, the allocatiorelephant services may result in a higher
delay, due to the higher probability of using aglaramount of distinct nodes.

A comparison of the slots allocation in distincydas of the F2C topology can be seen
in Figure 5.4(a). As it may be noticed, as the ami@mf services increase, the variation on
the percentage of allocated slots at each layenshioe same behavior for both parallel and
serial approaches. In other words, both approaphiesitize the allocation of resources at
nodes located in the lowest layers, where loweaydetan be obtained. Therefore, fog nodes
in fog layer 1 are selected until the extinguishimgitheir available slots. This behavior is
shown in Figure 5.4(b), where the amount of alledaglots at each layer is shown according
to the amount of services to be allocated. As dedicthe growth on the number of slots in
the fog layer is limited to 80 units, which is the totahaunt of slots available in this layer.
As the number of services is increased, the newices must be offloaded t@g layer 2,
which can afford the capacity demanded by 50 sesviat maximum. This strategy would
scale up for scenarios with more fog layers. Irs thimplified scenario, the allocation of
resources in cloud would only occur when all tr@sht fog layers have extinguished.
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Figure 5.4 Slots allocation per F2C layer versus number of services.
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When analyzed together, the irregular growth ondlecation delay, shown in Figure
5.3, is explained by the slots allocation on eajet, depicted in Figure 5.4. Notice that,
when the number of services is increased from 5@Qothe extinguishment of available
resources in both fog layers 1 and 2, leads toatlmeation of all new service requests at
cloud node, driving to an increase in the averadayde

On the other hand, the increasing on the numbeseofices to a value higher than 70
does not have a negative impact on the observehgeelelay. This is due to the fact that
we consider only one cloud node, preventing theridisted service allocation in distinct
cloud providers. Therefore, the delay for resousdlcation is computed only once,
regardless of the amouat resources required by the service.

5.3.Service allocation according to resource type

The F2C concept allocates available resourcesdistinct fog and cloud logical layers,
enabling service decomposition and parallel execuith one or more layers. This is done by
taking into account the suitability of the heterngeus resources to fit the requirements for
each subservice produced by the service decompasifioarefore, the definition of each
logical layer must consider resources capacityabdity and volatility, just to name few
parameters. Albeit the service distribution andafial execution in the F2C architecture
mirrors the benefits emerged from the high perfaragacomputing field, where parallel
software execution was performed through homogemeauiticore platforms, a challenging
coordination on the allocation of QoS-aware serwvicerequired ina F2C control plane,
enabling decomposing, distributing, and aggregategvices deployed in dynamic To
scenarios. Indeed, besides the challenges intradune fog computing, the service
distribution must be performed taking into accouhé distinct requirements for each
subservice in conjunction with the distinct servigees each F2C resource can allocate.

In the preliminary approach for resource allocatigmesented in the previous section
all fog and cloud nodes are assumed to offer thees@source type, and, as a consequence,
the service requests differ from each other onlieirms of the amount of required resources.
In this section, we identify distinct service typssch F2C node can execute and extend the
previously presented service allocation model bgirgl the necessary model constraints for
mapping distinct services into the most suitable R®@e, taking into account both network
and service constraints.

Service atomization

The distribution of a service for parallel execation F2C leverages the service
decomposing strateggo-called service atomization. The rationale behim# tservice
atomization is to decompose a highly demanding iserinto service slices, tailored to
enable their parallel execution. The obtained slideereinafter called atomic servicemay
present heterogeneous characteristics in termsmplexity and resources needs. Therefore,
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a portion may consist of low-effort tasks, such @sp$e data reading or even low-
complexity processing of raw data, and, thus, magxkecuted on constrained edge devices,
whilst tasks with higher requirements may be alledeaon robust resources and executed in
parallel with smaller tasks.

The outcome of the service atomization process iatamic service execution graph,
shown in Figure 5.5(a), where atomic services eprasented by nodes and atomic service
dependencies are presented by edges. Therefommjcatervices not dependent on each
other directly or indirectly, such as the green rsode Figure 5.5(a), may be executed in
parallel. Moreover, the type of service requireddach atomic service is identified by a
service identifier (SID), and must be allocatedairF2C node implementing the required
service. As depicteth Figure 5.5(b), each F2C node shows a set of SiRari allocate at
its underlying resources and the service allocatbam be performed by mapping the
requested SIDs into specific F2C nodes accordinbeo suitability.

It is worth mentioning that we do not go into ditadpn the atomization process itself.
Earlier papers coping with service slicing can benfd in the literature [77] [78] [79]
Rather, our focus is on the atomic service allocator distributed and parallel execution in
F2C systems. Therefore, we assume that a efatiee-art atomizing strategy has been
previously employed in order to create the executjraph for a given service.

Service allocation strategy

The employment of edge resources for service diloeas proposed by fog computing
enabling complex processing and data collectioredge devices is a trend. Nevertheless,
even admitting that several benefits may be atthimg the employment of devices at the
edge of the network, a service allocation strategystmalso ponder the fact that these
devices, besides being constrained both in IT areggnavailability, should always keep
enough free resources in order to run user proseSdeerefore, whilst F2C may levermg
idle resources, such as CPU, shared by one smagphbe smartphone should limit
(automatically or through its owner interventiohgttotal capacity shared as a fog resource.
Indeed, sharing idle CPU with no limitations mightickly drain unplugged devices energy.
Moreover, even if a device is plugged, stressing @) usually results on overheating,
which might be harmful to the deviteConsequently, the collaborative model envisiongd b
fog computing requires the creation of new busimasslels and policies in order to define
the amount of idle resources that may be allocateztige devices. Several aspects must be
considered for the definition of these policiesslining device type (e.g., smartphone, car,
laptop, surveillance devices, etc.), its contexy.(emobility, battery charge, IT resources
load, etc.), as well as the maximum accepted regsuload and the type of the resource to
be shared by the device (e.g., processing, storagéiime data, etc.) according to user’s
preferences.

! Battery in portable devices may have reduced lifetime due overheasingell as overclocked CPUs working
continually at maximum capacity without adequate refrigeration
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Figure 5.5 Service atomization and mapping.

60



5.3. Service allocation according to resource type

In this work, it is considered that the resourdeasred by an edge device are specified in
terms of type of services (SIDs) as well as thaltamount of service instances it is willing
to execute. In other words, a device offering s&awiSID:1 and SID:2, and limiting the
number of simultaneous service instances to 2 wallttate either two instances of SID:1,
or two instances of SID:2, or one single instanteaxrh service. The rationale behind this
strategy is the assumption that the overall amotiservice requests satisfied by a device is
more relevant than the number of allocations farthe&ID. Moreoverif the same device of
the previous example (offering SID:1 and SID:2) imiled to the allocation of only one
service instance, for example due to reduced aveil@emory the device is not expected to
define explicitly the SID to be offered to F2C (S1Dor SID:2); rather, the F2C control
plane may request the allocation of the service thay enable the optimal allocation of
existing atomic services.

Analogous to the slot concept employed in the pnevigection, a slot is now extended
to represent one instance of service offered by FEE&Qurcs. Hence, the slots are employed
to represent the total capacity of F2C nodes imseof both supported SIDs and number of
requests it can allocate. As shown in Figure 5aheslot is linked to one of the sergic
instances each underlying device is willing to dgtisindeed, since F2C nodes are
abstractions of the available underlying resourdés, employed strategy results in an
architecture with service-agnostic allocation slethere one slot may provide distinct S|Ds
depending on the underlying resource capabilities.

Fog
Total capacity = 7 slots

2 slots 3 slots 2 slots

Edge devices

Figure 5.6: Shared resources and fog slots relationship.

In order to cope with the parallel allocation obmic services-i.e., atomic services
represented by nodes located at the same laydreohtbmized service graphthe service
request must be specified in terms of the numbestai of each required SID that should be
allocated on F2C nodeSherefore, the F2C control plameresponsible for the distribution
of the atomic services among the available slottching atomic service requirements and
slot offerings.
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Extended service allocation model

The allocation model presented in this section md$ethe one presented in section 5.2
in the sense that it aims at reducing the servibecation delay considering both the
demanded SIDs and F2C nodes capabilities, whilsviging load balancing and energy
consumption balancing among distinct fogs. Simiathe previous model, we assume the
delay added by each slot allocation as a constdnewassigned according to the layer the
respective F2C resource is located at, respectingdescribed 3-layetde=2C architecture
where resources located at lower fog layers prefmmtservice allocation delay, whilst
higher delay is observed in the cloud layer.

The resources availabilitis statically represented by means of service-agnasits.
Hence, in a given moment, each slot may provide tkecwion of at most one SID,
according to the SIDs provided by the underlyingides. In addition, it is considereal
coarse-grain approach for the service allocatioth as a consequence, we assume that all
devices connected to the same fog are capable ofitrg the same SIDs.

In the energy availability side, a simple approéd@henergy consumption comparison
among distinct layers is added to the model. Irepttt represent the consumed energy in
the underlying devices, the concept referred toeaergy cell is employed, which is
analogous to the resource slot previously presemiedce, each slot allocation consumes a
number of energy cells and the total availabiligpdnds on the type of devices connected to
the fog or cloud. For instance, a fog constitutgdgimartphones may present a lower number
of energy cells than a fog constituted by smarticles. On the other hand, fogs and clouds
constituted by plugged devices, such as pluggedtphmanes, plugged electrical vehicles, or
datacenters, may be considered with unlimited gnerg

The model presented in section 5.2 for the seraileation problem in F2C is extended,
according to the described strategy, to a multisisrenal knapsack problem (MKP) where
the objective is threefold: (1) minimizing the overd#lay for the allocation of all services
taking into account the observed delay on distF€ layers; (2) minimizing the overload
of individual fogs in terms of processing capacdpd (3) minimizing the excessive energy
consumption on energy constrained fog resources.lishof symbols used in this section is
summarized by Table 5.3, whilst the model objectembracing the aforementioned goals,
is given by the Equation (5.6).

Minimize: Yies 2irer Lkeky 2seo, YVirhs Trt
Yies 2rer Lkeky 2seo, YVirisWrik +

Zies ZreR ZCEC,- Zi,r,ch,c (5~6)
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where Y and Z are zero-one integer variables usede$pectively indicate the slots
allocation and the energy cells usage, so that:

slot k for SID s execution

1, if service i is being allocated in resource r
Yi,r,k,s
0, otherwise

{1, if service i being allocated in resource r

Zive = will consume energy cell ¢
0, otherwise
subject to:

Yies Dkeky seoy Virks < |Kr|, V7 €R (5.7
Yies Lseo, Yirks <1, VI €R A VK €K, (5-8)
Yreps Lkeky Yirjs = Nsi , VI€ES N Vs €L; (5.9)
YiesZirc <1, Vr€R A Vc €, (5.10)
YrerXcec, Zige = UiFi, Vi€S (5.11)
Ycecy Zire = Xkeky Duseoy YirksFi » YTER A VIES (5.12)

In the proposed model, the objective function pnésé in (5.6) comprises the #w
presented goals, where each term of the equatiaoches one of the goals respectively, i.e.,
minimizing latency, processing overload, and enemgnsumption. The constraints
previously defined by Equations (5.2), (5.3) andd{5are tailored to Equations (5.7), (5.8)
and (5.9), with analogous roles to the ones prelyouzsented. Therefore, Equation (5.7) is
the capacity constraint, responsible for ensurimgt the number of slots consumed by the
services will never be higher than the resource @&pawhich is specified by the total
number of slots available on each resource. Monedzgquation (5.8) ensures that two or
more services will never be allocatatithe same resource slot. Notice that, accordirpeo
presented service allocation strategy, each slot aféer distinct SIDs, however, when
several slots are allocated, for instance for thevigioning of computing service, the
allocation of slots for data collection shall beli@den. This is accomplished by Equation
(5.8).
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Table 5.3: Symbols definition for the extended allocation model

Equation (5.9) is in charge of ensuring, for oneussjed service, the allocation of all
atomic services expected to be executed in paratiehddition to the mapping of the SID
required by each atomic service to an available BRE offering the respective SID. It is
worth mentioning that, in order to accomplish thatohing between the service request and
offer: i) we link each service type to a distindDSand ii) the amount of SIDs may vary
according to the scenario being simulated as wetha services representation granularity.
For instance, we may link processing, real-timeadatd storage services to SID:1, SID:2
and SID:3, respectively, and represent a fog ndtkrings as {1,2} if it is able to provide
processing and real-time data services. Moreower set of atomic services to be allocated
in parallel for a specific atomized service mayepressed by {1,2,2,2,3}, meaning that,

Symboal Definition
S Set of services to be allocated
L Set pf SIDs r.equired by servigei.e., a list containing it
requirements in terms of slot types
N, Num.ber of ipstances of SIB required byi, i.e., its
‘ requirements in terms of amount of slots per SID
Total number of slots required by servicee.,
5 Uy=YNs;, Vs € L
R Set of F2C nodes, i.e., clouds and fogs
K, Set of slots provided by node
o} Set of SIDs offered by node
Ps Set of all nodes able to offer S
T, Delay gdded-by the allocation of an atomic service in mp
according to its layer
W, Weight of the slok in noder
C Set of energy cells available in F2C nade
Vic Weight of the energy ceflin F2C node
F Energy consumed by each slot of service
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according to the atomization graph, it is possille parallel execution of one instance of
SID:1 and SID:3, and three instances of SID:2. Mweg, a fine-grained approach for the
atomic services allocation in the proposed modalldi@llow the specialization of the cited

services, for instance, by distinguishing amond-teae data types, as well as the creation
of new atomic service types, such as data aggregatovice.

On the other hand, Equations (5.10), (5.11) and2)5are in charge of modeling the
allocation of energy cells ensuring coherency andsist@ncy to the constraints defined for
slots allocation. Therefore, Equation (5.10) impo#®e constraint for cells allocation in an
analogue fashion regarding the constraint imposgd5i8) for slots allocation. Equation
(5.11) assigns the exact number of energy cellswmed for each service, taking into
account the number of atomic services that are ssgapto be executed in parallel, whereas
Equation (5.12 defines the relationship between slots allocatiod eells consumption on
each resource, assuring that the number of cellswuned by a service on one resource is
directly linked to the amount of slots allocatedtbe respective resource.

In order to provide load balancing on F2C resourakscation, distinct weights are
assigned to each node slot according to the maatainpeters W, and V, .. These values are
related to F2C resources’ load preferences. In other words, the set of slots with lower weight
is totally allocated on each resource before thacation of slots with higher weight takes
place. This strategy, guaranteed by the second ¢é¢r{®.6), achieves load balancing, since
the allocation of lower weight slots is performed ather resources, if available and all
constraints observed. In an analog way, the therdhtof (5.6) is responsible for balancing
the energy consumption among distinct fog resources

Results

In the next lines, the results obtained by the deed model are presented, assuming
distinct simulation scenarios. For all presentedults, we adopt the same base F2C
topology, consisting in one cloud layer constitutéaloud data centers, and two fog layers,
where constrained devices, such as smartphonegrauped in the lows fog lower, within
4 distinct fogs, whilst vehicles in a parking latalustered on the second fog layer, formed
by 2 fogs. Moreover, we consider three distincvimer types that may be possibly offered
by each one of the F2C resources: (1) short-teorage— SID:1; (2) long-term storage
SID:2; and (3) processingSID:3.

For the first simulated scenario, the parametescmeed in Table 5.4 were employed.
As shown by parameters, this scenario employs hemegus F2C resources, where
resources in the same layer offer not only the ssgi@f SIDs, but also the same number of
slots and cells. The impact caused by the amoun¢sifurces on the allocation distribution
is assessed through a constant increment on thdéemof slots into both fog layers and
comparing the distribution of the allocated sldtss worth mentioning that this simulation
aims at comparing the allocation of resources megufor services not requiring real-time
data from edge devices. The rationale behind thisoi compare the behavior of service
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allocation on each layer, as the amount of resoumseshe layers is modified from a

traditional cloud environment towards a F2C scemaiith enough resources on each layer.
Therefore, we show the advantages, in terms of oeseurces load, of employing fog for

processing and short-term storage tasks. The sepudtsented in Figure 5.7 and Figure 5.8
show the reduction of slots allocation and energgsamption in the cloud respectively.

However, the reader should notice that, in this aden even when the amount of slots are
considerably increased, the employment of cloudusses, as well as energy consumption,
never reaches zero since a portion of the requestsdic services cannot be provided by
fog layers, as detailed in Table 5.4. Moreover, nvhige total number of slots is increased
exclusively in the first fog layer, the amount dbts allocated at cloud presents the
maximum reduction of 50%, since fog resources in tayer provide one single SID (see

Table 5.4). Nevertheless, although this reductiomynmbe considered a reasonable
achievement, the increment on the total numbeilai$ $n the second fog layer proved to be
efficient in this simulated scenario by diminishiegen more the amount of allocated slots
and, consequently, the energy consumption at cloud.

Table 5.4 Parameters employed in the extended allocation model

Parameter Value

Delay to communicate witl Fogs in layer 1 = 1 time units

distinct F2C resources Fogs in layer 2 = 2 time units
Cloud = 10 time units

40

Fogs in layer 1 = {3}

Fogs in layer 2 = {1,3}

Cloud ={1,2,3}

Required atomic services SID 90% of services= {1,3}

10% of services={1,1,1,2,2,3,3,3,3,3}
Energy cells consumption 70% of atomic services consume 2 cells
30% of atomic services consume 3 cells
0, if k between 0% and 60% of slotsrin

Requested services

Offered SIDs

Slots weight (W) 1, if k between 60% and 80% of slotsrin
3, if k between 80% and 100% of slotgin
Energy cells weight (\) 1, ?f ¢ between 0% and 60% of ceIIsrin
' 2, if c between 60% and 80% of cellsrin
5, if c between 80% and 100% of cellsrin
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Figure 5.7: Comparison of amount of allocated slots in distinct F2C layers.

i \ £ 3 ,/';ﬁ'\ 3 //" %
Y ! ~ £~ A 1 —_
ah S ) ey )
\ ~ s ~ ! e W = \ ¢
J - p N Ny o# Mo, |t
ST . B = Zisd
Y \\ i by /f ’, R % 7
& -~ -
1 H I = i’ 1 ) )}
-’ VAN / W=7 e - " [
’ \ - 7 .. ; - P - L
. Sos 23 S =
'R i, - o i
> 20 : iy T - 7oy il B
T ; 3 7
A P RS F = S o~
S =~ ™ o Y Nz Fog layer 1
E 27T SIS S P == Foglayer2
= ) 1 “| o= & { =~ % i e % Cloud
7] ! : ! A Y S y
g N | Nt - s A P
B — e e o -
[ g
/ =5, ¥ 7 \ £ 7™ P i
10 \I ! " \. \] N\ \i
| \ ‘\ oy “\ ! l\ } !
= gl 4 N Ry ~— o
N - > — g
o \ b T =~ —~
/ \
5 | | / \ f \ f \
\ 0 P % 0 g \ 8 4 \ 120 4 \ 160 4
e o Total slots in fog layer 1

Figure 5.8: Comparison of energy consumption in distinct F2C layers.

Rather than presenting the distribution of the adted slots into distinct layers, Figure
5.9 presents the allocation distribution througstidict fogs into the first fog layer, obtained
on the same scenario. As shown by Figure 5.9, théogieent of weights to distinct slots
and energy cells (see Table 5.4) guarantees lokehdiag as the total number of available
slots on each fog node is modified. Indeed, if @ fims 60% of its slots allocated, the F2C
control shall avoid the allocation of a new slottitis fog if a less loaded fog is able to
satisfy the requested atomic service. Since the BE¥€rs are composed by homogeneous
fogs in the described scenario, the amount of sintsenergy cells are uniformly distributed
among all nodes in fog layer 1. Consequently, tiameters W and . —showed in Table

67



Chapter 5. Service allocation in F2C

5.4-, responsible for defining the distribution of wieigralues, are set with the same values
for all fogs, resulting in the load distributions®rved in Figure 5.9.

On the other hand, the employment of heterogeneessurces, introducing distinct
characteristics for each fog in the first fog layierconsidered in the second simulated
scenario. This scenario might be observed, for m&ain a shopping center, where fog
servers may be deployed into distinct sectors, sisctinema, hall, food court, supermarket,
and parking, among others. In such scenarios, lyidgrdevices may present a large
heterogeneity in terms of mobility, system loademyy availability, as well as device type,
impacting on the overall capacity. For the sakecofparison, we keep the same set of
offered services employed in the first scenario esdistributed the number of available
resources-i.e., number of slotsin the first fog layer decreasing resources fa foand fog
2, while increasing resources for fog 3 and fog¢dnsequently, the weights assigned for the
allocation of slots and energy cells fog 1 and fog 2 were tailored in order to redulce t
allocation rate of the resources constituting thfegss. Therefore, the employed weights for
slots and energy cells allocation are those shawéthble 5.5. As depictely Figure 510,

a distinct distribution of the service allocation,comparison with the previous simulatigns
may be observed, especially when the overall amaiinslots in the first fog layer is
reduced. However, since the weight is defined ®same value for all fog nodes when the
allocation rate is below 50%, the increasing orouese availability leads to a similar usage
rate.

The presented strategy contemplates the distinatacheristics inherent to each F2C
resource in terms of services offered by the uwilegl devices, thereby performing the
service offers and atomic service requirements niwagchMoreover, by modelling the
service allocation as a MKP, optimal solutions émnts of allocation delay are achieved
while enabling an adaptive load and energy consiompbalancing according to the
resource and energy availability in distinct scérsar

Table 5.5: Allocation weight for fog 1 and fog 2

Parameter Value

if k between 0% and 50% of slotsrin
if k between 50% and 70% of slotsrin

Slots weight (W) >
5, if k between 70% and 100% of slotgin
1,
4,
7,

if c between 0% and 50% of cellsrin
if c between 50% and 70% of cellsrin
if c between 70% and 100% of cellsrin

Energy cells weight (M)
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Figure 5.9: Fog load in the first fog layer with homogeneous distributio
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Figure 5.10: Fog load in the first fog layer with heterogeneous distribution.
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Chapter 5. Service allocation in F2C

5.4.Dealing with edge resources dynamicity

Dynamicity is a characteristic innate to the edgmueces considered for the scenarios
implemented in this chaptein fact, edge resources mobility is one of the Kegtures
considered for F2C layers definition. However, gtatic models presented so far are not
suitable for coping with issues, such as servicgugition, arising from edge resources
dynamicity. In the next section, we focus on service allocagofutions in combined F2C
architectures in dynamic scenarios, taking intosta@ration their service response time,
network bandwidth, energy consumption and disruppoobability. The evaluated scenario
considers fog devices mobility to illustrate thendynicity and volatility associated to the
overall fog capacity, showing the impact of rapihfcapacity changes on the services
execution

Through the analysis of the F2C architecture showedrigure 5.1, two key issues
highly impacting on the resources volatility anc tbverall performance can be observed,
namely mobility and power consumption. It seem$eatiogical to assume that mobility
grows as moving down on the F2C architecture, floeeelower layers present higher
volatility than higher layers. Let us consider atjgalar service, deployed in a smart city
scenario, that is allocating resources withifog, according to a specific resource allocation
policy. As shown in Figure &1, the fog is constituted by different devices, indhgla
static traffic light as well as distinct mobile oesces-such as cars and buses. With this
topology, the total fog capacity may dynamicallyange according to the amount of devices
setting the &g at a certain time. Let’s also assume the following: i) as in previous sections, a
slot represents one unit of IT resourcea¥;the deployed service requires 3 fog slots that
must be allocated depending on real-time resouvedadility; iii) each individual device
may only provide one resource slot; and iv) thefigalight is the device implementing
control plane functionalities for management andocdtion of available resources.
Therefore, a successful execution of a service asfgtelying on the fog capacity strongly
depends on the real-time resources availabilitguFé 511(a) depicts a scenario where 4
slots, provided by three different cars and one bus available for service execution. As it
can be seen, however, only 2 slots are availablEigure 511(b), since 2 cars have, for
instance, left the fog area, resulting in servicguption. Indeed, the latter may occur when
the edge-device executing a job of a service leth$og (such as due to battery limitation,
SLA policy, or similar). For simplicity, we assum@& the global design that a job
reallocation does not impact on the service exeaugixclusively when it occurs within the
same fog layer; more generally, and as a subjefurtfier studies, job reallocation can also
be performed between different layers.
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Fog Capacity: 4 slots Fog Capacity: 2 slots
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Figure 5.11: Service execution: (a) successful; (b) disruption.

As briefly introduced earlier, power consumptioraisother key issue in the envisioned
collaborative F2C model. Indeed, the energy avditgkis of high importance since it can
also lead to the disruption of a service executio®a, it is another cause of resources
volatility. In the envisioned scenario, power comguion increases with the increasing layer
hierarchy in the F2C architecture, as shown in Fgbl.1l. From that perspective, hence, it
would be beneficial to shift services executionldawer consumption layerscloser to the
edge. However, energy saving policies applied toeedgvices may also limit their
availability, thus increasing devices volatility,high is higher at lower layers in the F2C
architecture.

Performance assessment of dynamic service execution

In this section, in order to illustrate the berefif the proposed architecture, we analyze
the performance of the Dynamic Service ExecutiorSEp problem in combined F2C
scenarios in the context of service response tpoger consumption, network bandwidth
occupancy and disruption probability. In additiome propose two algorithms for job
allocation, where we show how basic allocationtsggies may substantially impact on the
overall performance for all the evaluated paranseteor easy understanding, Table 5.6 lists
the set of symbols used in the model. The ratiorz#éind the DSE problem is to
successfully run independent service requests,omhdreceived, with specific demands
regarding the amount of IT resources to be allocated combined F2C scenario. In this
context, a service is defined as a computing jobc¢ha be split into tasks, which can be run
in a parallel manner eithext fog or cloud layers. Moreover, each task requaesinimum
of one resource slot, denoted by, such as processing, storage and networking sg3d [
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Table 5.6 Symbols definition for the dynamic allocation model

Symbols M eaning

S Set of services.

X; State of servic& 1 executed, O otherwiseg S

Ki Number of task®f servicei that can be run in parallel.
W,ir 1 if the taskk of servicei is using a resource unit of layer

0 other-wise, wheree Randk € K.

R The set of layers.

L; Service Response Time.

b Baseline power consumptio

a Slope of load-dependent power consumption.

In this model, a service is assumed to be succigsfiwecuted Ki= 1) only if all its
computing tasks (i.e., in which the service carspkt into) are allocated either at cloud
or fog layers. Therefore, Equation (5.13) quantgifibe success of service executipn
whereW i, defines if a task of servideis using 1u of a server positioned in layer and
Ki is the set of tasks constituting servicét should be noted that tasks belonging to one
single service do not need to be always allocateatteasame layer, which is the salient
feature of F2C systems.

LINCIRYY

X, =33 —= (5.13)

k:OrzolKi |

Since all tasks of a service are executed in allehr@and independent manner, the
Service Response Time (Li) is the maximumlatency among all its allocated
workloads, as described by Equation (5.14). Moreowe definelLj as the sum of
the transmission latency, which is the round trip tin@ obtain the information
demanded for the service execution, and the praogsastency.

Li= max €, xWkjr) (5.14)

The power consumption parameter can be generaligridned as the addition of
the energy consumed in fog and cloud premises. Wewdn our approach, we only
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consider cloud power consumption, due to the fhat it is a dominant factor compared
to mobile end-devices, and albecausd¢he assessment of power consumption in the fog
would require a slightly different approach. Théshiecause end-devices may refuse the
processing if their energy reserves are limitedushthe power consumption is shown
by Equation (5.15), where is the baseline power consumption (assumed to25&8\/3as

in [81]), a is the slope of théoad-dependent power consumptiqassumed to be 30.5
Joules per Gigabit [81]), andis the traffic rate, i.e.,

Power=b + ax (5.15)

The network bandwidth occupancis defined as the set of network resources reduire
for transmitting the service data to the cloud. §hia our analysis, this parameter does not
consider the traffic related to jobs executed a fayer. Finally, theservice disruption
probability is defined as the rate of services disrupted duttieir execution due to the lack
of resources. This parameter considers tasks tnad been allocated to a fog layer, whose
resources turn to be insufficient to support the demands.

Based on these four parameters, we propose twaskiearfor job allocation in order to
analyze the performance of the modeékst-Fit andRandom-FitIn First-Fit, workloads are
initially allocated to available resources in thmwér fog layer, until all resources are
extinguished. This is performed in a Bottom-Up a@gwh, in the sense that, when the
bottom layer runs out of capacity, the next upserl is considered, eventually allocating
workload at cloud if all fog resources are unavd#abhn Random Assignmeng layer is
randomly selected for a job allocation. StrategigstH-it and Random-Fit are respectively
described by Algorithm 1 and Algorithm 2. It is wiornoting that Algorithm 1 is
considering a 3-layered F2C architecture, suchhasone shown in Figure 5.1, with 2 fog
layers and 1 cloud layer. However, it can be eaailpited to distinct F2C architectures.

Algorithm 1: Overall Procedure for First-Fit.
Input: (servicei)
Output: (Allocated/NoAllocated
for each taslf in Kj do
if layer 1 has enough capacityen
allocate task in layer 1
elseif layer 1 does not have enough capacity, but layer 2ttieas
allocate task in layer 2
else
allocate task in cloud

NogrwNn R
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Algorithm 2: Overall Procedure for Random-Fit.

Input: (servicei)

Output:

(Allocated/NoAllocated
for each taslf in Kj do
ObtainX=Set of layers with capacity > 0
whiletaskj is not allocated an{X| >0 do
Randomly select a layer
if layerr has enough capacithen
allocate task inr

Based on the previous assumptions, we evaluate ceers@sponse time, power

consumption, network bandwidth occupancy and disoagrobability for: i) a conventional
cloud scenario; ii) a F2C architecture composedhsycloud and one single fog layeogf
layer 1), hereinafter referred to as F2C-1; andaiiF2C architecture with cloud and two fog
layers (fog layer 1 and 2), according to the oresented in Figure 5.1, hereinafter referred
to as F2C-2. The simulation model used to validatel obtain the simulation results
presented been built using the well-known netwadrkusation tool Omnetpp [82]For the
simulation implementation, the following assumptamere considered.

A workload requires one resource slot units, whglhocked for other requests
while the holding time is not over. The holding &ns assumed to be random
time standing for the time resources will be resdrfor a particular serviceA
resource unit consumes 10 Mbits of network bandwidt

90% of services requests are mice services. Mieedafined as services that
consume a minimum amount of slots, with low holdimge, and low arrival
time (interval between service request arrivals);bwsearch is a common
example of mice services. The other 10% of the isesvare the so-called
elephant services. Elephant services require a aighunt of slots (ten times
more than mice), and their holding time is als@éarin comparison with mice
services; video on demand, backup file transfer @mexmon examples of
elephant service83].

Mice service request arrivals are modeled as a PRoisgmcess with
exponentially distributed inter-arrival time, andtlwa mean of 10 time slots.
The holding time of each mice service is modelledaaandom variable of 10
time slots on average, independent of other holtimgs and also independent
of the service request arrival time. Mice serviceguire two slot units of
resources.

Elephant service request arrivals are modeled asoigaséh process with
exponentially distributed inter-arrival time, andtlwa mean of 100 time slots.
The holding time of each elephant service is modedle a random variable of
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500 time slots on average, independent of other hgldiimes and also
independent of the service request arrival timepBant services requidd slot
units of resources.

e Fog layer 1 layer consists of 10 mobile devices.hE@evice in this layer has 2
units of capacity. The policy for a mobile deviceget in/get out of this layas
according to a Poisson process with exponentialyrithuted inter-arrival times
with an average time of 50 time slots.

e Fog layer 2 layer consists of 2 mobile devices.iEdevice in this layer has 20
units of capacity. The policy for a mobile devicedget in/get out of this layer is
according to a Poisson process with exponentidaByributed inter-arrival times
with an average time of 500 time slots.

e The average transmission latenty)(values per slot forloud, fog layer 2 and 1
are 10, 2 and 1 ms respectively.

Service response time evaluation

Figure 512(a) shows the transmission latency where fog noaes static for the
following architectures: Cloud (C), F2C-1 (fog laye and Cloud) and F2C-2 (fog layer 1,
fog layer 2 and Cloud). As expected, the convemtiogloud exhibits the highest
transmission latency due to the usually long geglgia distance between cloud and end-
users, impacting negatively on the time requireddquire the information processed by the
cloud layers. In a cloud scenario, the transmiss$atency is not affected by the heuristic
used for jobs allocationi.e., Random-Fit or First-Fit since the workloads are always
offloaded to the same F2C layer.

The simulation results related to the F2C-1 architee show a significant reduction on
the transmission latency in comparison with the emtinal cloud, motivated by the
geographical proximity between fog servers and eseral Nevertheless, because of the
limited capacity of fog layer 1, the cloud mustused for the allocation of some workloads
in order to avoid service blocking, producing a atge impact on the transmission latency.

However, we also show in Figurel2(a) that the simulation results for F2C-2 present a
reduced transmission latency in comparison to WH2K-1 and the Conventional Cloud.
Indeed, this reduction is motivated by the use wofaaditional fog layer, which, albeit
presenting higher transmission latency than thestdwg layer, it is considerably still lower
than the one perceived for the conventional cloud.

Notice that for both F2C-1 and F2C-2 architectutag, employed heuristic for atomic
service allocation has a considerable impact ortrdresmission latency. For instance, First-
Fit has lower transmission latency in comparisothwiRandom-Fit since it attempts to
allocate all tasks according to the end-users gebdgal proximity. First-Fit considers first
the lowest layer (fog layer 1). In case of lack apacity in this layer, the fog lay&ris
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considered, and finally the cloud. However, Randsinselects in a random manner either
cloud or fog layer 2 or fog layer 1 for each tagkacservice, resulting in a negative impact
on the transmission latency.

Load-dependent power consumption

Figure 512(b) shows the total energy consumption without @#rsng mobility
features by the cloud using both Random-Fit andgtHit for Cloud, F2C-1 and F22-
architectures. It should be noted that we only mersthe power consumed by the cloud,
since the power consumed in fog layers (mainly fairby mobile devices) can be neglected
in comparison with the cloud. As it can be observb@, conventional cloud exhibits the
highest total energy consumption. Notice that tlcad scenario, the energy consumption is
not affected by the heuristic used for service altmn.

Simulation results for F2C-1 show a significant uetilon of the total power in
comparison with the conventional Cloud architectitewever, similar to the transmission
latency evaluation, due to the limited capacityhe lower layer, the cloud must be used for
successful service allocation, which increased tmasumed power. Nevertheless, the total
power consumed can be reduced by the use of araF&tecture. Notice that, by means of
First-Fit, it is possible to achieve lower powensamption in comparison with Random-Fit.

Network bandwidth occupancy

A conventional cloud infrastructure is commonly gdd at the network core of Internet
Service Providers (ISPs), where dedicated high dapservers provide plenty of computing
resources to cope with the demand of cloud usersreter, ISPs also provide the
networking resources required to accommodate th#ictrgenerated by cloud users.
Recognized the fact #hcloud users’ traffic cannot be neglected, it turns out that this traffic
may be large enough to significantly stress ISPsvoidt core. In response, ISPs must re-
dimension their networks to handle the traffic gamed by cloud users, which increases
their CAPEX and OPEX. Fortunately, the advent of fqgens the door to ISPs as a cost-
efficient way to reduce the traffic generated airthetwork core. In the following lines, we
evaluate how efficient fog may be in this regard.

Figure 513(a) shows the percentage of the total amount ofi¢rafenerated at the
network core of an ISP for both Random-Fit and tHhi$, solely for F2C-1 and F2@-
architectures. It is worth highlighting the redwectiobtained with the introduction of the Fog
layer 2. Indeed, the total traffic generated atribawvork core is 46.8% and 28.1 % for F2C-
1 and F2C-2 architectures respectively, using RanBdmFor a First-Fit strategy, the total
traffic generated at the network core is even lgWdr6% and 10.5% for F2C-1 and F2C-
architectures respectively.

76



5.4. Dealing with edge resources dynamicity

ZzZ2 Random-Fit
B First-Fit

Latency (ms)

EZz Random-Fit
BN First-Fit

N
o

Power (KiloWats)

0.5

(b)

Figure 512: (a) Average SRT; (b) Energy consumed.
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Based on the obtained results, it can be conclildada Random-Fit strategy might be
more appropriate to achieve a balance betweendtwonk traffic generated at the network
core, and the one generated at the access domajraffer). By taking into consideration
that end-users building the fog may not want toileitta degradation of their quality of
service (QoS), the First-Fit strategy shows thabveruses the Fog layers for service
allocation. At the same time, it should be constdethat end-users might only want to share
their processing computing features as long ag tialy activities such as web navigation
or chatting are not affected.

Service disruption probability and mobility evaluation

The disruption probability refers to the rate ofvéegs disrupted during their execution
due to the lack of resources. To compute the disvnpprobability, the mobility of the
nodes must also be considered. Therefore, the Breawbility model presented in [84] was
adapted as the mobility pattern of the fog layaetoinain. To that end, we consider a three
lanes highway with 10 moving vehicles constitutiaggog. Every time a vehicle exits a
highway lane-and consequently the foga new vehicle enters the highway and join the fog
within a random time giverby an exponential distribution with mean of 6 timetsl
Further, the lane length is assumed to be 1 Kmaaldcles are traveling the lanes with a
speed range between 50 and 80 Km per hour. Wecalssider a parking lot to model the
mobility pattern of the fog layer [B5], where all cars in the parking lot build a fogtire
fog layer 2. Similar to [85], we consider that fla# vehicles arriving at the parking lot &
Poisson process with inter-arrival time as welttzes parking time given by an exponential
distribution with a mean of 15 and 60 time slotspectively.

Figure 513(b) shows the disruption probability for both F2Cahd F2C-2 scenarios.
Notice how the benefits of F2C scenarios are dishied in terms of disruption probability.
Indeed, the disruption probability of F2C-2 is laviban F2C-1, whereas the performance of
First-Fit and Random-Fit regarding disruption prioitity is very similar.

It should be noted that the cloud is more robughtodisruptions in comparison to fog
since the resources composing the latter present high mobility while the former’s
infrastructure is populated by static resourceser&fore, it can be concluded from the
results shown in Figure B3(b) that increasing the layered structure of th€ F/ adding
the second fog layer decreases the disruption pilitya
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Figure 5.13: (a) Traffic at network core; (b) Disruption probability.
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6. Service protection mechanisms for F2C computing systems

6.1.Challenges on service recovery in dynamic scenarios

Fogto-Cloud enables the employment of cloud and fog digras in a coordinated way
by controlling and managing the large set of hetenegus and volatile resources brought
by the combination of both models fact, F2C is intended to provide a coordinategl dad
cloud resources allocation, thus enabling the ithisted execution of l0oT services in fog,
cloud, or both, while simultaneously leveraging theterogeneity perceived on the
combination of fog and cloud computing systemfdbeit the benefits of such F2C
architectures have been clearly presented in Chdptehe negative issues in terms of
performance that may come from a possible faildfecting the fog or cloud commodities
have not been considered [86].

It is worth noting that previous IoT systems havepkied cloud computing as a
suitable solution for offering the demanded infrasture in order to address the ever
increasing requirements of 10T services relatedhdth computing and storage capabilities
This assessment is rooted on the fact that the hagsutational capacity offered by cloud
premises enables the deployment of IoT services high requirements, including Video-
on-demand or DC backup solutions [87]

On one hand, one key characteristic provided budloomputing is the high reliability
and robustness, enabling high availability of reses for services executed by end-users.
On the other hand, ist the advent of new computing paradigms, sastiog computing,
promises to overcome the negative issues of thadcio terms of transmission latency,
energy consumption, and network core load, amongerst the services disruption
probability introduced by the volatility observed @dge resources undoubtedly must be
overcome.

Although distinct strategies have been successtmhyployed in cloud computing for
failure protection on data and network resourcéss ts yet an open challenge in fog
computing, further inherited by F2C computing sysgermherefore, in order to withstand
possible failures, it is required the design of elgerotection strategies specifically designed
for distributed computing scenarios. For instante high dynamicity perceived at edge
devices requires novel mechanisms for failure repgwpecifically designed for distributed
scenarios. In such scenario, distinct recovery @gres may be assessed leveragirg th
distinct resources in the hierarchical F2C architex; enabling the deployment of protection
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resources in cloud or distinct fog layers in orderimplement distinct failure recovery
approaches matching distinct 10T services requirdmeFor instance, sensitive services
requiring real time processing, such as healthaaresmart transportation, are further
requiring low-delay failure recovery, i.e., the enéon of a sensitive service at a device
located at a short distance to an end-user shedl edquire the allocation of protection
resources nearby, enabling a low delay recovery.

It must be remarked that a key aspect on the desfigirotection strategies for such
distributed scenario is to enable service protectigth low service allocation defawhile
minimizing theso-called protection cost. We consider the protectiost as the amount of
computing resources devoted for service protectimnvell as the recovery delay. It is with
no doubt that more research efforts must be devtdedistill the challenges related to
service protection in F2C scenarios. To fill thispg this section introduces and formulates
the so-called Protected Service Allocation (PSA)bbem in F2C scenarios. The main goal
of the PSA problem is to minimize the service altamatime and protection cost.

There are several research studies dealing witlindisresilience aspects of cloud and
fog computing. On one hand, studies available 8],[889], [90] discuss the cloud and fog
computing protection from a data security perspectlThese studies put major focus on the
integrity and protection of the 10T data procesbgdthe computing commodities. On the
other hand, among the studies dealing with pratecin cloud or fog scenarios from a
networking perspective it can be mentioned the wawailable in [91], where cloud
resilience is achieved by means of network virzation. Other contributions, suck @2],
consider a cloud scenario based on an optical m&temre where an analogous technique to
shared-protection so-called shared-path shared-atnmgp(SPSC) protection is used against
single link of node failure.

Regarding the resilience in Fog scenarios, the vwpoesented in [93] aims at recovering
from Mobile Edge Computing (MEC) failures. Albeituthors present a strategy for
offloading workload to neighbor resources due tidufa or overload, the availability of
neighbor resources are not guaranteed by a protestiategy.

Other contributions focus on assessing proactive @active recovery strategies. In
fact, both proactive and reactive recovery techasgare commonly employed on distinct
scenarios, such d3C [94], where plenty of reliable computing and netkwoesources are
employed or WSN [95], where a reduced amount of unrelialkleources are employed. The
work presented in [96] makes use of a proactivatsgy for network failures recovery by
defining backup paths in network switches, whermre ¢imployment of priorities for distinct
paths releases the controller from participating tbe recovery process. On the fog
computing side, authors in [69] replicate the seFuexecution between the edge device and
a remote server. Albeit the main purpose of theuneldncy proposed by authors is not
protection provisioning, the proposed proactiveatglgy yields a fault-tolerant service
execution.
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Despite the wealth of studies available relatedltmud computing resilience, there are
still open issues dealing with the negative effehtt may come with the volatility inherent
to fog commodities. In an attempt for addressingsth challenges, in this chapter, we
formalize, by means of linear programming, sevenatgrtion approaches to cope with
commodities failures.

Our goal is to enable enough computing resourcewitbstand single commodities
failures. However, we assume a F2C scenario whele failures at the fog infrastructure
are considered. The rationale driving this assuompts to show the vulnerability of fog
nodes and its impact on performance and protectiost It is worth mentioning that,
contrary to cloud, fog commodities are mainly mebitlevices with limited energy
availability, both issuebaving a direct effect on the availability of fog pesces.

6.2.Protection strategies assessment

The F2C architecture is able to jointly manage cland fog resources in a coordinated
fashion, taking advantage of both high computatioo@bacities offered by cloud data
centers and low latency offered by fog resourcesatied at the edge of the network.
Nevertheless, possible failures in computing comitesl may be prohibitive for the
achievement of the envisioned performance in F2@hmding systems. In order to
withstand possible failures, it is required the igasof novel protection strategies
specifically designed for distributed computing rsagos.

In this section, we study the impact of distincotection strategies on several aspects,
such as the delay for service allocation and failuecovery, as well as the amount of
computing resources employed for protection purposkhe strategies modeled in this
chapter, as well as the respective attained reshhse been already validated by the
contributions published in [97] and [98].

6.2.1. Scenario description

The F2C architecture considered in this chaptéaised on the one presented in section
5, where F2C resources are organized iBt@ayers, consisting in one cloud layer and two
fog layers building a hierarchical topolagyherefore, the first layer is theo-called fog
layer 1, which is mostly constituted of resourcexstoained devices, such as smartphones
and vehicles in movement, presenting high-mobilitg éocated at a 1-hop distance from the
end-user. The second layer is thecalled fog layer 2, which embraces edge devices
presenting lower mobility, higher resource cap#piand availability and higher distance
from the end-user, if compared to the ones in &gt 1. Examples of resources in this layer
include vehicles in a parking lot and fog premideployed in public buildings. Finally, the
third layer is the cloud layer, which is formed pbust cloud data centers offering high
computing capacity and availability in contrastiwihe high communication latency.
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Moreover, like in the previous chapter, the towdaurce capacity offerelly fog and
cloud nodes as well as the capacity demanded lwjcesrare both measured in terms of slot
units. Therefore, sincan slot is the minimum unit for resource allocatidhe amount of
slots required by one single service is static dmdrtallocation may be done either in one
single fog or cloud offering the required amountstdts, or in a distributed fashion where
service slots may be allocated in distinct F2C isodad even in distinct F2C layers.
Consequently, any failure recovery strategy shedjuire, at least, as many protection slots
as the compromised node is employing for serviogcetion when the failure occurs. It is
worth clarifying that, the slots allocated for seesexecution are hereinafter called primary
slots, whereas secondary slots refers to the delscted for protection purposes. The
described scenario is shown in Figure 6.1, whemewrvice allocation distributed into 2
distinct fog nodes in fog layer 1 (see primary sloin blue) have slots reserved for
protection in fog layer 2 (see secondary slotgrien).

Distinct from the model presented in section 5.8,c@nsider, for the sake of simplicity,
the allocation of only one resource type, i.e.,yomhe type of resource slot is requested by
services and offered by F2C nodes. This assumgtiois at the simplification of the PSA
problem modeling, allowing this work to focus oretdescription and comparison of the
protection strategies.

6.2.2. Proactive vs Reactive failure recovery

In this sectionthe recovery of failures in F2C nodes is assesseaxditth both proactive
and reactive strategies, which are medehs a Multidimensional Knapsack Problem
(MKP). In addition, we study the impact of each ame several aspects, such as service
allocation time and protection cost by providingslation results, as well as an extensive
analysis of the employment of proposed strategiesF2C scenario.

Proactive and Reactive strategies

In this subsection, the proactive and the reactigiure recovery strategies are
presentedFor both strategies, it is assumed a horizontalcation of protection resources.
Therefore protection slots are always reserved in the sameitanthral layer where the
resources employed for service execution freinstance, the protection resources for a fog
in fog layer 1 are located in a distinct fog nodefog layer 1 The rationale behind this
approach is that horizontal allocation may ease ahecation of resources with similar
characteristics, respecting SLA even after failewvents.

Moreover, for the sake of simplicity, we considke ffailure of one single fog node. In
other words, only one fog may become inaccessibléhe first or second fog layers. In the
cloud layer it is assumed that cloud service providers can stétid with internal failures
through their own protection schemes, hence, thedcresources are always available. The
assessed strategies work as follows.
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e Proactive recovery: in this strategy, protectiosogrces (or secondary) are pre-
allocated for each primary resource allocatiorthd primary resource becomes
unavailable, the protection may be used with naaexilocation delay at the
cost of reducing the availability of primary resoes at each fog layer, as shown
in Figure 6.2(a).

e Reactive recovery: in this strategy, the protectiesources are not allocated to
a specific service until failure occurrence. Howeva set of protection
resources are reserved to react to an eventuatdaihence, when a failure takes
place, the availability of resources delegated fecovery of the affected
services is guaranteedhdeed, a reactive strategy allows a set of protactio
resources to be shared among primary resourcesatdid in distinct fogs,
diminishing the resource underutilization whilst alghg the recovery of
services affected by a failure. This strategylissirated by Figure 6.2(b).
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Figure 6.2: PSA strategies: (a) proactive; (b) reactive.

Mathematical model for proactive and reactive protection

In this section, the PSA problem is modeled by mseaha formal description of the
proactive and reactive protection strategies. Thé BS modeled as a MKP aiming at
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decreasing the delay for allocation of each seragavell as the protection cost, which can
be achieved through the reduction of slots consufoegrotection and the diminishing of
recovery latency by the provisioning of low-delayp@ction slots using resources located in
lower F2C layers. Therefore, the objective functias described in Equatio®.{), is to
minimize the sum of computed delay for the allomatof each service in the set of services
S and the sum of the delay for communication wabhese®ndary slot reserved in distinct
F2C resources in the set R. All symbols used inpiressented model are defined on Table

6.1.

Min: ZiESDi +ZT€R Pr

Table 6.1: Symbols definition for PSA model

Symbol | Definition

D, Dela.y for the trans.mission of the servicgall primary slots
required by the service)

P Recovery delay offered by resource

S Set of services to be executed

U, Total number of slots required to execute service

R Set of F2C resources, i.e., set of distinct cloud and fog nodes

K, Set of slots provided by F2C resouncdor both primary anc
secondary use

Ln Set of fogs available at fog layer

F Set of fog nodes in the same fog layer of fog

T, g!/(;cration delay of a slot in F2C resourceaccording to its F2(

(6.1)

Therefore, in order to represent the primary andosdary slot allocation into the
available F2C resource, the respective linear gnogning integer variables Y and X were
defined as follows.

1, if service i is allocated in resource r
Yirk = consuming slot k
0, otherwise
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1, if resource r has its slot k reserved as
Xk = a secondary slot (protection)
0, otherwise

In order to properly accomplish the optimal alleeat of primary and secondary
resources, the objective function is subject toed of constraints. Therefore, in other to
compute the sum of allocation delays for all sexsiin S, as specified by the first term of
Equation (6.1) Equation (6.2) defines the allocation delay forleaervice allocation as the
sum of primary slots allocated at each F2C nodetiplidd by the allocation delagt the
respective node. In the second term or Equatiof)(6.e., sum of the recovery delay
introduced by each node employed as secondary masgtine protection delay of each node
is defined by Equation (6.3) as the number of stmssumed for protection multiplied by
the allocation delay offered by this node.

Yirer Lkeky Yirx * Tr = Dy VI ES (6.2)
Ykek, Xrx *Tr = B, V7 ER (6.3)

It is worth noting that, in this model, the protect cost may be reduced either by
diminishing the amount of secondary slots reserv€d dr by reserving secondary slots
offering lower transmission delay (T). On the otl@nd, the primary allocation delay can
be diminished only through the selection of researoffering lower delay (T), since the
amount of primary slots allocation cannot be deseda This constraint is defined by
Equation 6.4), which aims at ensuring the allocation of the rsgpiamount of primary slots
for each service in S. In addition, this constrantbles the distributed service allocation
into distinct F2C resources and layers, as envéidry F2C computing.

Yirers Lkek, Yirk = Ui, VIES (6.4)

Equation 6.5) and Equationg.6) are, jointly with Equation (6.4), responsible the
coordinated allocation of primary and secondaryssbrcording to service requirements and
resources availability. The constraint imposed bgu&tion 6.5) guarantees that each
resource capacity, in term of slots, is not surpdsdhis is achieved by considering the
capacity of each F2C node and its allocation ohbwmtimary slots demanded by distinct
services and secondary slots required by protedtiaiegies. Furthermore, Equatid@) is
responsible for constraining the capacity of edohts, at maximum, one allocation. That is
to say, it ensures that each consumed slot is aladcas either one primary slot or one
secondary slot.

Yies 2kek, Yirk T Zkek, Xrk < |K:|, VT €R (6.5)

ZiES Yi,r,k + Xr,k <1,VrerRA Vk € Kr (66)
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In order to cope with both proactive and reactivet@ction strategies analyzed in this
section, two strategy-specific constraints are odticed. Equation 6(7) ensures the
allocation of secondary slots following the proaetistrategy, whilst Equation6@)
guarantees the proper allocation of secondary stota reactive recovery strategy. The
horizontal allocation approach defined for the megd recovery mechanisms is also
ensured by both equations. Therefore, on each pyislat allocated in one layer, Equation
(6.7) enforces the reservation of a protection slahansame layer, whilst, in Equatiof.&),
the goal is accomplished bygantedang that the amount of secondary slots on each fog
layer is not lower than the amount of primary slots allechin any individual fog node
located in the same layer.

Zies ZreLn ZkeKr Yi,r,k = quLn ZkeKq Xq,k ’ (6.7)
vn € {1,2}
ZiES ZkEKr Yi,r,k < ZqEFr—{r} ZkEKq Xq,k ’ (68)
Vre€L, +1L,

Results

In this section, wassess the impact of both presented strategies fdP &#e problenon
the overall service allocation delay, failure reagveelay, and F2C resources load. The
tools employed for executing the model are PuLP] [@&d Gurobi Optimizer [76]. The
attained results considered the service parameter$ resource parameters shown,
respectively, in Table 6.2 and Table 6.3.

Table 6.2: PSA model parameters (services)

Parameter Value

Number of requested services From 10 to 150

Ratio between amount of service types:
low consuming / high consuming services| 90 (low) / 10 (high)

Slots demanded by low consuming servicg 2

Slots demanded by high consuming servi¢ 20
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Table 6.3: PSA model parameters (resources)

Parameter Foglayer 1 | Foglayer 2 | Cloud
Number of F2C nodes per laye 8 fogs 4 fogs 1 cloud
Available resources per node | 10 100 Unlimited
Allocation delay per F2C layer | 1 ms 2ms 10 ms

For the obtained results, the resource allocatiwrefich service at distinct F2C nodes is
assumed to be performed in a parallel fashion. Eetize total latency for the complete
allocation of one complete service is considerede¢othe maximum delay among all the
allocated primary slots.

Both proactive and reactive protection strategiescmmpared in Figure 6.3(a) in terms
of the observed impact on the delay for servicecaltion. This comparison evidesga
lower delay on the service allocation with reactpretection in comparison to the proactive
protection However, this single results confrontation may befaiinsince proactive
strategies consume more secondary resources in ltayers leading to a premature
allocation of primary resources in higher layemsulting on a higher average latency. To
cope with this situation, the overall delay forctae strategies, considering both the service
transmission to the primary resource and delay @dule the service recovery after one
eventual fail, is further calculated. Albeit thelalefor service recovery in reactive strategies
cannot be overlookedhis delay is not applicable to proactive strategssce it can offer
seamless failure recovery, as previously discussdithis sectionTherefore, Figure 6.3(a)
also includes the overall delay ferreactive strategy including the fail recovery delay
represented by the so-called reactive+RD. Therefae more realistic comparison,
confronting the delays for proactive and reactive+Ri¥eals that, in failure scenarios, each
protection strategy may present better performamckstinct cases according to the number
or services to be executed. Moreover, the sudderease on the delay observed in this
figure can be easily explained by the shift on phienary slots allocations from fog to cloud
due the lack of available resources in both fogigyAs a consequence, even taking into
account the added delay due an eventual reactoaveey, the early depletion of lower layer
resources, observed in proactive strategies, efulh higher average delay of this strategy
under medium load. A direct comparison between grea and reactive+RD is shown in
Figure 6.3(b), where an increase from 50% lowed®% higher delay of the proactive
strategy in comparison with reactive+RD can be olestrbeing followed by a decrease on
the difference with the increasing on the amourgestices.
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In Figure 6.4 it is preseat the allocation of primary slots in the cloud satthhe
resource utilization in the third F2C layer can Ibalgzed. For the sake of comparison, the
result attained by the exclusive employment of dlaesources is also included, i.e., the
deployment of a traditional cloud computing systesith no fog layers. This comparison
shows that distributed allocation strategies, eowvisd by F2C, enable an average load
reduction in cloud resources as high as 50%. ¥Wasth mentioning that, in this figure, we
do not show the protection allocation in cloud cowmdiities, since we assume that cloud
servers implement their own protection techniquespeeviously exposed in this chapter
Moreover, we highlight that one additional benefitthe horizontal protection approach,
employed on the described strategies, is thatdbeddyers are not tied to the cloud for the
provisioning of protection slots
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Figure 6.4: Primary resource allocation in cloud.

The analysis of the results presented in this secihows that both proactive and
reactive protection strategies are feasible on F2Chitectures, albeit the higher
underutilization of edge resources observed ingheactive strategy shall hinder its full
deployment in scenarios where huge amounts of eerréquests occurs in a short-term
basis, such as ITS, where reactive strategies maydierred.

Future lines of work include the assessment of tifaeleoff between network and
computing resources usage in proactive recovergtegiies in F2C computing systems.
Indeed, sensitive services requiring real-time traollerant execution may leverage
desirable redundancy that may be provided by preadtirategiesHowever, the allocation
of edge devices for primary and backup service exatutequires the continuous
transmission of the service execution state, swslcleeckpoints, in order to enable the
backup execution to take place with minimum impa&ninin the eventual occurrence of
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failures In addition, this redundancy may drain the alreadprce energy resources in
several devices at the edge of the network.

6.2.3. Horizontal vs Vertical failure recovery

Albeit the scenario considered for the introductadfnhorizontal and vertical protection
strategies is very similar to the scenario considlese far, this section introduces a key
difference. To that endwo failure scenarios are considered: i) failureooke single fog
node, where any fog node at either fog layer 1oy fayer 2 may become inaccessible
(similar to the scenario previously considered)d &h general failure in one area, affecting
one fog located in the second fog layer and all uhderlying fogs in the first fog layer
directly connected to the compromised fog in la¥€hierarchical failure). As an example of
hierarchical failure, let’s consider the scenario shown in Figue 6.5 where during a service
execution (1), a general failure in the area (2uMdccause disruption of all services being
executed in the affected area (3), however, theleyngent of protection resources (4) may
guarantee the service recoveAs in the previous section, it is assumed, for sh&e of
simplicity, that cloud service providers implemeheir own protection mechanisms and,
thus, can handle eventual failures. Therefores @tansidered that cloud resources are always
available.

Protection strategies

In this subsection, distinct strategies for the P@wdblem are presented. Distinct
strategies may use distinct approaches for defimingvhich F2C architectural layer the
protection resources should be placed, considdtieglayer where primary resources are
allocated. On one hand, the protection strategiesafled horizontal, vertical and hybrid,
assume that the failure of one fog node does rfetiathe accessibility of other fog nodes
(single node failure). On the other hand, hierarahistrategies assume a general failure
scenario, pointed earlier in this section, wherefdilure of one node results on the inability
for accessing underlying fog nodes, if any. The lygd strategies are described as
follows.

e Horizontal protection: this strategy considers thkocation of protection
resources in the same fog layer where the primasgurces are allocated in the
F2C topology The benefit observed in this strategy is the depleyt of
recovery strategies able to comply with SLA by gudeeing the availability of
protection resources with similar characteristiosscomparison to the primary
ones. This is the basic approach for the strategiaesidered in section 6.2.2.
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e Vertical protection: unlike the first strategy, thertical protection ensures the
reservation of protection resources in the F2C lagenediately above the fog
node affected by the failure. For instance, a fogpted in fog layerl affected
by a failure relies on protection resources in fager 2, while a fog laye@
failure relies on cloud secondary resources. Theleypment of this strategy
benefits from an even higher availability of restag devoted to primary
allocation in lower layers,

e Hybrid protection: tis strategy,do not constrain the selection of protection
resources to the deployed F2C topology, but to thgource availability.
Therefore, as long as resources are availableprttection allocation is always
performed in the same layer where the primary resois. On the other hand,
secondary resources are allocated in the layer diately above. As an
example in low load scenarios, idle fog resources in fogelal could be
employed for protectigrwhilst, in high load scenarios, when resources Vgt
latency are demanded for primary allocation, prideccould be allocatedt
higher layer resources. With this approach, itasgible to reduce the resource
underutilization perceived in vertical protection.

¢ Hierarchical horizontal protectiohis strategy is designed to withstand failures
affecting a local area, where then-affected area must have enough secondary
resources for recovering the services allocatedh@tcompromised fog node as
well as all underlying nodes in lower layers withire affected area. Similar to
horizontal strategy, the computing resources setecfor protection are
positioned in the same layer of the primary resesydut distinct from that
strategy, hierarchical protection is placed exaleli on fog nodes positioned in
a distinct area (area not affected, as shown inr€ig.5).

e Hierarchical vertical protectionthis strategy is also designed to cope with
failures affecting a local area. Similar to vertipaotection, computed resources
devoted for protection are located at higher laykEisvever, in this strategy, the
amount of protection slots reserved in the uppgerdanust be enough for the
allocation of all primary resources allocated withiie affected area.

Extended mathematical model

In this section, the PSA model presented in secliéh2 as a MKP problem is adapted
in order to consider the protection strategies ww@red in this section. However, the PSA
objective remains the same as presented in thdquewmodel, hence, the model aims at
reducing the delay for primary resources allocatwinilst decreasing the protection cost.
That said, in this section, it is considered thesabjective function described by Equation
(6.1). Furthermore, the base constraints for thelehare also kept. Therefore, Equations
(6.2) to (6.6) are also employed in the model agskBssthis section.
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It is worth mentioning that, in this section, itnet considered the proactive protection
approach previously presented. In fact, all strigegnodeled in this section emplay
reactive protection approach. In order to modeldistinct protection strategies assessed in
this sectionnew constraints are introduced specifically forheatrategy. Furthermore, new
symbols employed by the constraints introducechia section, besides the ones presented
in Table 6.1, are describad Table 6.4.

Table 6.4: New symbols for the extended PSA model

Symbol | Definition

Set of fog nodes positioned immediately under F2C resour
considering F2C hierarchy

G Set of all F2C resources in the layer immediately above fog

For the deployment of both horizontal protectioratggies (for single and hierarchical
failures) Equation (6.9) ensures that the number of protactiots on each fog layer is not
lower than the amount of primary slots allocatedire individual fog node located in the
same layer. However, albeit this constraint is @touo guarantee the availability of
horizontal protection for the recovery of any sin@it®y node, the hierarchical horizontal
protection demands one extra constraint for the@@rallocation of secondary slots, which
is afforded by Equation (6.10). This equation, whiaffects exclusively the fog nodes
positioned in the second fog layer (represented dyensures the availability of protection
slots for hierarchical horizontal recovery of amgffailure in fog layer 2, i.e., recovery of
the compromised node in layer 2 and the nodesyir I4 affected by this failure.

Yies Xkek, Yirk < Xger—{r}) Dkek Xqk » (6.9
Vvr€L, +1L,
Yiies DiqeH, ZkEKq Yigk < Xger -, ZkEKq Xgk» (6.10)
Vr el,

In an analogous fashion, vertical strategies denmextrh constraints in order to ensure
the allocation of protection slots on the upper tay@8he constraint presented in Equation
(6.11) ensures that the number of protection stotslayer is enough for the recovery of any
fog node failure in the F2C layer below it. Alb#itis constraint may be employed by both
vertical protection strategies, in the vertical teation for single node failure, the constraint
is applied for all fog resources, i.e., the nodesifoned in fog layer 1 and fog layer 2. On
the other hand, in hierarchical vertical protectitims constraint is partially applied, i.e.,
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only fog resources positioned in fog layer 1 ardjsct to it. Thus, the allocation of

secondary resources for hierarchical protectiofiogf layer 2 primary resources is enabled
by an additional constraint defined by Equatig§6.12), which ensures the availability of
protection slots for hierarchical recovery of aiwg fayer 2 node failure.

Yies Xkek, Yirk < Xqec, Lkeky Xqk » (6.11)
VrelL, +1L,, if vertical strategy
Vrel,, if hierarchical vertical strategy
Zies quHr+{r}ZkeKq Yi,q,k < ZqEGr Zkel(q Xq,k , (6~12)
Vr € L,

Another protection strategy implemented in this wooksists in a hybrid of horizontal
and vertical protection strategies. This approatdfined by Equation (6.13), consists in
prioritizing the allocation of primary slots in ragoes located in lower layers (vertical
approach), but also allowing the use of spare messuin the same layer (horizontal
approach) for protection slots, avoiding resouncederutilization in lower fog layers.

Yies Zkek, Virk < Xqer ZkEKq Xak» (6.13)
VreL, +L,|q#r

Results

In this section, we evaluate the impact of distimzideled protection strategies on the
overall resource allocation delay and protectiostcdhe presented results were attained
through the employment of optimization tools, swh PuLP [75] and Gurobi Optimizer
[76]. The service and resources parameters considerehe performed simulations are
respectively showin Table 6.5 and Table 6.6.

Table 6.5: Parameters (services)

Parameter Value

Number of requested services From 10 to 150

Ratio between amount of services:

low consuming / high consuming 90 (low) /10 (high)

Slots demanded by low consuming services 3

Slots demanded by high consuming services 30
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Table 6.6: Parameters (resources)

Parameter Foglayer 1 | Foglayer 2 | Cloud
Number of F2C nodes per layer 4 fogs 2 fogs 1 cloud
Available resources per node 20 200 Unlimited

Allocation delay per F2C layer
1ms 2ms 10 ms
(t.u. = time unit)

The impact for each PSA strategy in terms of averagrvice allocation delay is
illustrated by Figure 6,6which confronts the strategies modeled in termgrihary and
secondary resource allocation delay. As shown igufé 6.6(a), the employment of
horizontal protection strategies in the simulateénario resulted on a considerable increase
on the average delay for service allocation, everafrelatively low number of services. On
the other hand, the delay resulting from the alfiocaof secondary resources (i.e., slots
reserved for protection), as shovim Figure 6.6(b), uncovers the tradeoff observed on
protection strategies. Indeed, albeit horizontakgetion strategies cannot offer low impact
on resource allocation latency for a medium to higimber of services, the recovery delay
is considerably lower than in other strategies,newden increasing the total number of
requested services.

On the other hand, vertical protection strategiéferolower impact on the primary
resource allocation at the cost of a lkeghecovery delay. It is worth noting that the primar
allocation delay observed in the hybrid strateggdmparable to the one offered by vertical
strategies and, albeit service recovery delay iscoostant, a low recovery delay may be
achieved by this strategy under reduced load.

A comparison of the resource allocation in the Iofegy layeris depictedin Figure 6.7
By analyzing the primary and protection resourcissrithution, it can be explained the high
recovey delay observed in vertical strategies. Notice thdige the nature of vertical
strategies, all resources slots offered by fog ldyare allocated as primary use, even when
not all resources in this layer are allocated,biting a low delay recovery, while the hybrid
allocation strategy employs spare resources faeptmn

Moreover, Figure 6.7 shows that resource utilizatiofog layer 1 can be as low as 50%
for hierarchical horizontal protectiprwhilst a utilization ratio of 75% is achieved for
horizontal protection (for single node failure),s@l endorsing the previously presented
analysis regarding the low recovery delay in horizbeteategies, which is enabled by the
high availability of secondary resources in loweyelias.
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On the other hand, Figure 6.8 presents the allogadf primary and secondary slas
cloud. In Figure 6.8(a), for the sake of comparjsoms further included the results attained
by exclusive cloud allocation, i.e., the employmeaita conventional cloud computing
scenario, with no fog layers, showing that therdisted allocation strategy envisioned by
F2C enables a reduction on cloud resources loagehithan 50% in comparison to vertical
protection strategies, even when several serviceemtguare considered. Albeit the load
reduction presented by horizontal allocation sgie is lower, these strategies do not
demand additional cloud resources for secondaitg silbocation, as shown by Figure 6.8(b).
Indeed, this is due to the assumption that faihe@very at cloud is transparent to the F2C
system, since cloud providers implement their oesilience strategies.

For the sake of comparison, two distinct approadbeghe exclusive cloud allocation
are also shown in Figure 6.8(b), where the firBixcl. alloc— refers to the allocation of
secondary slots demanded by the recovery of amlesiog failure, while the secondexcl.
alloc. (hier.)- considers the recovery of a failure affecting @amea, as earlier discussed in
this section

Finally, albeit the combined F2C architecture cagnigicantly reduce both the
consumption of resources in higher layers and thevice allocation delay, it can be
concluded from the presented results that distfadure scenarios may require distinct
protection strategies to be considered aiming atdéygloyment of the most suitable one,
regarding to specific demands of each scenario. Fstaite, fog nodes providing sensitive
services requiring real-time recovery, such as heate and Intelligent Transportation
Systems (ITS), might deploy horizontal protectibragegies, whilst fog nodes supporting no
sensitive and high resource consuming applicatisnsh as video streaming, might deploy
vertical or hybrid strategies. Notice that, both S8we and no sensitive services can be
executed in a reliable way, while preventing cloedauresoverload.
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7. Impact of control topology on QoS-aware service allocation

Distinct control topologies and the impact on Qa®vsioning in cloud domains have
been assessed in several works in the literatuch as [99] and [100], where the scalability
of SDN controllers in data centers is discussedveltbeless, QoS researches in the fog
arena, such as [101], are focused on data-plangsamck the F2C architecture proposes a
distributed management model aiming at real-tinsouece provisioning for the execution
of sensitive services, such as e-Healttsmart Transportation, the negative impact on QoS
due to the delay generated by control decisionsaa@be neglected. Therefore, we advocate
for the need of assessing the distributed F2C obiplane topology in order to enable the
successful deployment of this novel architecturen¢€, in order to enable the establishment
of low latency ende-end communication, a key point is the reductiontibe@ amount of
controllers demanded for taking control decisiondilev diminishing the average delay
provided by each one of them. Furthermore, in gtyeled F2C control plane, the scalability
undoubtedly depends on the number of layers, ondta amount of entries in the database
of each controlleri.e., the number of devices managed by eaoé-0and onan efficient
allocation of heterogeneous controllers within eaghtrol plane layer.

In this chapter, we assess the distributed F2Crobtapology and its impact on QoS-
aware ende-end communication. Therefore, the main goal o$ tthapte is threefold: (1)
briefly discussing the most important features led £2C architecture; (2) evaluating the
impact of the amount of entries in thentrollers’ resource database, on the time expended
by controllers to resolve a query; and (3) asses#iegimpact of the control topology on
QoS, in terms of latency, especially for servioeguiring very high performance. The ideas
introduced in this chapter, as well as the presknésults, were previously validated and
published in [102].

7.1.Background

Due to the novelty of F2C, there are no contribngicassessing the control plane
topology suiting the F2C architecture. Taking thms$oi account, we revisit in this section
distinct contributions also coping with distributedntrol scenarios, paying special attention
to recent contributions on the SDN sphere.

The work presented in [99] assesses distinct SDEABw controllers in terms of
performance, scalability, reliability and securifgor performance and scalability analysis,

103



Chapter 7. Impact of control topology on QoS-aware service allocation

authors evaluate the impact of the amount of ugdeglhosts on each considered controller.
Albeit the amount of connected hosts has preselot@dmpact on some implementations,
fog controllers are not expected to offer enoughusiness to manage the huge number of
edge resources envisioned by future loT scenariogrebVer, the service-oriented
communication approach, which is considered in thesis as a trend for upcoming real-
time applications, shall add extra complexity oe tbokup table match in comparison to the
observed in current host-oriented network applamsi The work presented in [100]
assesses the scalability of distinct topologiesdiorSDN control plane, be it centralized,
decentralized-with local or global view or hierarchical. The impact of the number of
connected hosts is shown by authors through a mmattieal model, which resulted in a
considerable impact, even for hierarchical topologieder some of the described network
configurations.

The work presented in [101] exploits the deploymehtMDCs in fog resources for
achieving low delay execution of sensitive servicasch as remote healthcare and
monitoring. The strategy presented by authors idicd¢ed on preprocessing raw data,
enabling low service processing and response thrtglkemployment of fog resources.

Finally, the work in [15] addresses SDN scalabilitpncerns considering both
centralized control, such as data centers, andldliséd control architectures, as required by
services deployed for distributed execution. Aftéscussing scalability trade-offs, authors
conclude that distributed services must be deldgramt, since the communication among
distributed controllers shall result in a delay irdreg to the communication of
geographically distributed network elements.

7.2.Control as a Service (CaaS)

The service-oriented resource allocation, focuthf thesis, is illustrated in Figure 7.1
establishing communication between two deviceshat édge of the network through a
layered F2C control plane. Upon receiving a servezpiest from an end-usefor instance,
looking for the closest available ambulanc¢he lower controller layer (CL1) may either
select a resource at its table of underlying resesiror forward the service request to its
parent controller located in the second controletayCL2) for the service provisioning
according to the suitability of existing resourcksthe latter case, a new decision must be
taken among employing underlying resources or fodivay the request to parent controller,
and so on. It is worth highlighting that this apact, which is adopted for the rest of this
chapter, does not consider the horizontal commuioicadbetween controllers. Furthermore,
each controller at CL2 must carry the aggregatddrimmation of resources managed by
underlying controllers at CL1. Hence, when conegpolCL1-a forwards a request to CL2-a,
this controller checksthrough the aggregated resource informatitime availability of the
requested resource in CL1-b and, if availablepitreects to CL1-b, which is responsible for
mapping the requested service into the most s@teddources.
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Figure 7.1: Service request in a service-oriented F2C scenario.

Leveraging the fog computing, SDN and SOA concefite, F2C distributed control
plane may be deployed at idle edge resources, emghbdiw-delay control decisions by
placing controllers as close as possible to endsustEherefore, it is positioned in this
section the Control as a Service (CaaS) concepéreviedge resourceddeally resources
offering high reliability and low volatility can play a controller role through the
employment of processing and storage resourcesttoing resource databases, mapping
service requests into the most suitable resousresng others controllers tasks.

Albeit the controllers placed on lower layers cdifeolower network latency due to the
proximity to end-user, the processing of servicauesgs latency is dependent on the amount
of underlying resources managed by each controllers, the low capacity observed on
these devices, both in terms of processing andgéorhinders the management of the large
number of resources at the edge of the networlyedisas the information regarding offered
services and devices characteristics. Consequefhtty,etnployment of these constrained
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edge devices for managing resource databases smgaeveral thousands of entries will,
undoubtedly, increase the overall delay. In thisnseio, it is important to assess both
network and processing delay, considering the jpadcontroller, the amount of controllers
per control layer, and the number of control layershe F2C topology. Moreover, the

deployment of this concept requires several chghento be addressed, including optimal
selection of controllers according to resourcestadility, migration strategies, and

robustness, just to name a few.

In such a dynamic scenario, potentially embraciiljohs of devices, we envision a
QoS provisioning strategy based on the dynamic setupear down of new controllers
according to a given control topology and the infation regarding edge resources. For
instance, the number of controllers, as well asdbetrol topology, may be automatically
tailored as the amount of edge resources increaseaease. Let us consider the scenario
presented in Figure 7.2, where the first presertentrol topology consists of a cloud
controller responsible for the management of uryilegl resources in two distinct areas. The
transition illustrated by the blue arrow 1 illusea the creation of lower control layer (CL1),
as well as the deployment of fog controllers intidist areas in CL1, in order to deal with
the high control delay arisen from the communicatieith cloud. Furthermore, with the
growth on the amount of edge resources, existingtrolers may benefit from the
deployment of new ones, as shown by arrow 2, prévgrontrollers overload. However, as
the amount of controllers in CL1 increases, thesriftontroller communication tends to
increase as wellthus impacting negatively on the average delay ttugdhe need for
forwarding requests to the cloud controllahe reader should remember that horizontal
communication is not considered in this work. Irder to deal with this effect, a new
control layer (CL2) may be deployed, as illustrateg arrow 3, preventing frequent
communication with cloud controller.

It is worth noting that, if the communication angonodes within the same area in a
control layer L, located immediately below the dolayer C, is frequently set, a new
controller may be deployed along witim additional layer located between layers L and C.
For instance, as shown in Figure 7.2 (arrow 3)hewben the amount of controllers in CL1
is relatively low, the deployment of CL2 containitoge single controller per area shall
eliminate the need for forwarding intra-area red¢siés cloud, thus diminishing the average
communication delay in the considered area.

7.3.Delay modeling

In order to model the overall delay, we consideo swurces of delay when setting the
communication between the service client and thetrsagable resource for the service
provisioning: 1) controllers processing delay; &)detwork delay. In this section, the most
important considerations regarding de delay modedimgpresented.
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Processing delay

Let the processing delay for each controller beltdukup time aiming at mapping the
requested service into the most suitable underlyegpurce in its database, if any. If no
suitable resource is found, the request is forwdrtie its parent controller, where the
procedure is repeated, and so on. In order to ogpitge both heterogeneity and amount of
database entries on controllers at the edge ohéwork, the processing time is estimated
through an experiment considering several databaithsthe amount of entrieseach entry
representing one resourcevarying from 16 to 10 deployed at 3 distinct devices with
distinct processing capacities: 1) Intel® Core™ i5-4570 CPU @ 3.20GHz; 2) Intel® Xeon®
CPU E5-2620 v2 @ 2.10GHz; and 3) ARMv7 Processeor 4e(v7l) @ 1.20GHz. The
operating system used in all devices is Ubuntu 16th4 databases were deployed in
MySQL v5.7.17, and each plotted value is an averdg@0odistinct queries taking into
consideration distinct attributes of the resourdable, such as resource type and
geographical position where it is located.

The experimerdl results, depicted in Figure 7.3, show that thdatam in the queries
processing latency according to the amount of estim each device is linear. Therefore,
through the simple linear regression model, thedréme for each device is also plotted in
Figure 7.3, given byax+b, whereb is the base delay defined for each control&eis the
delay added by each entry in the controller databardx is the database size in terms of
number of entries. Therefore, for the further resupresented in this chapter, 3
heterogeneous resource types in terms of compuatipgcity are defined by employing the 3
obtained pair-valuea,b, as shown in

Table 7.1. Hence, once these linear constants efieed for each resource type, the
processing delay is given as a function of the varialbke d=f(x). Moreover, the inverse
functionf’(d) can be employed in order to determine, given theimam delay accepted in
one single controller, the maximum number of resesrit is able to manage. It is worth
mentioning that, albeit the capacity of each cdtdran terms of storage is a key factor for
determining the maximum resource database size,ninidel does not take the storage
capacity into account. This may be explained duthéofact that the main goal of the model
is to assess the delay on distinct F2C control laies and, albeit a huge number of entries
in the resource database will surely demand adtitistorage, it is assumed, for the sake of
simplicity, that the controller has enough capatiystore the complete database, with all
resources information relevant to the mapping fiomatlity. With this approach, the
database size shall impact exclusively on the praeggsne. Indeed, the rationale behind
this assumption is to show that even with extendemrage capacity, the constrained
processing capacity at edge resources is still tHelpeck for the deployment of a stati
control topology providing QoS-aware etmend communication in a scenario presenting
high dynamicity.
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Figure 7.3: Impact of database size on processing delay.
Table 7.1: Linear constants for processing delay estimation
Device a b
i5@3.20GHz 0.0004855 1.0986315
Xeon@2.10GHz 0.0010351 0.9272640
ARM@1.20GHz 0.0060475 5.2766149
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Network delay

Although the network delay is dependent on the camoation technology employed
on each controller network link, we assume, for slae of simplicity, that the delay for
links between 2 adjacent fog controllershort range communicatieris homogeneous and
considerably lower than the delay observed on flogit controllers communicationlong
range communication. In order to estimate the ayemielay for each communication type,
the Zenmap 6.40 network analyzer tool [103] is use@valuate the communication delay
with hosts in distinct real networks, including loplaced in traditional cloud servers (long
range communication) as well as servers atthiversitat Politécnica de Cataluny@PC),
where this work is carried out (short range commatidr). Considering the average delay
attained in each assessed communication range,nslowlable 7.2, it is assumed the
communication delay between two fog controllersb® 1ms, while the communication
delay between fog and cloud controllers is assutadat 20ms.

Table 7.2: Average network delay

Cloud providers | Delay (ms) UPC hosts Delay (ms)
Amazon 45.246 Host 1 1.202
Google 9.959 Host 2 0.536
IBM 13.066 Host 3 1.250
Microsoft 13.143 Host 4 1.205
Average 20.353 Average 1.048

Taking into account the defined parameters for neevork delay model, the overall
network impact must be calculated according to ¢betrol topology. On one hand, each
layer added to the control topology impacts negdyivon the overall latency for edge to
cloud controller communication, since it requires @dditional fog-fog controller
communication. On the other hand, it reduces the lat each controller as well as the end-
to-end delay for controllers either within the sameaaor in areas geographically close to
each other, since it is not necessary to commumiedgth higher layer controllers. In
addition, albeit not considered in this work, it ghi be assumed that, in real loT
applications, the probability of connection betweasrighbor edge devices is higher than
between devices located at further distance, whioblavresult in an additional benefit on
the deployment of topologies with more layers.
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7.4.Results

In this section, the attained results concernirgyithpact of distinct control topologies
on QoS in terms communication delay is presentedeBch simulated scenario, the average
communication delay takes into account the emdnd delay from alto-all edge nodes, i.e.,
for each device at the edge of the network, theage communication delay with each
remaining edge device is calculated, taking intooaot both processing and network delay
of used controllers. We define 4 resource typegyred to as A, B, C and D, where types A,
B and C can play as controllers, whilst type D reféo all resources that cannot be
employed as controllersfor instance, devices dedicated to data collectioatorage. When
resource types A, B or C are playing the controltde, the processing delay concerning to
control decisions is based on the linear constafisined, respectively, for 3 distinct
devices evaluated in the previous section. Concertiiaghetwork delay, the latency values
attained by the experiment presented in the prevemetion were used as base values for
both considered communication ranges, as shown laeTa3

Table 7.3: Control delay parameters

Parameter Value
Processing delay linear constants a,b a =0.0004849177,
Resource type A (i5 based) b =1.4849688695
Processing delay linear constants a,b a =0.0010358677,
Resource type B (Xeon E5 based) b = 0.4007560311
Processing delay linear constants a,b a =0.0060473114,
Resource type C (ARMv7 based) b =5.2790401437
A =4ms
Maximum processing delay per controller typ B = 4ms
C =10ms
Network delay for fog-cloud communication 20ms
(long range communication)
Network delay for fog-fog communication 1ms
(short range communication)

In order to evaluate the impact of distinct contrgbology configurations, two set of
simulations are performed. In the first set, theximaim accepted processing delay per
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controller node is modified in order to assess how the controllers’ database size affects the
endto-end communication delay. On one hand, a lower ggsing latency can be achieved
on each controller through the reduction of the ami®f edge resources managed by each
one of them. On the other hand, a reduced numbemtfes on the controllers database
demands frequent communication among distinct otlets, which has a negative impact
both on network delay and overall processing deldys is justified by the fact that, in
average, a higher number of forwardings may ocrguiring more controllers to process
one single service request.

In Figure 7.4, this tradeoff is presented for distiscenarios in terms of the number of
available resources of each type and their maxinmotessing delay. For all scenarios
presented in Figure 7.4, the total amount of edgm®urces is 2 (=16777216). Moreover,
the number of resources of types A, B and C, winiay be eventually used as controllers, is
shown in the figure for each one of the 4 consideseenarios. Notice that, for each
scenario, we fix the maximum allowed processingagdbr 2 resource types, while the one
showed in the column “Varying” of the figure’s legend is varying from 1 to 30ms according
to axisx (see Figure 7} In addition, for each scenario, the resources dypsing fixed
maximum processing delay are set to static valhesvs in Table 7.3-.e., 4, 4 and 10ms
for resource types A, B and C, respectively. Thedaes are chosen based on the best delay
combinations obtained based on several simulapen®rmed in this scenario.

The results show that an increment on the maximwiayd per controller, for any
simulated scenario, leads to a gradual increas¢henendto-end communication delay.
However, the adoption of a very low controller delaglds a quick growth on the network
delay, since the number of control layers is inseshdue to the low capacity of controllers,
highly impacting on the overall communication latgnFurthermore, a confrontation of the
communication delays illustrated by the blue ardlliee in Figure 7.4 shows that, albeit the
inclusion of extra resources able to play a cotdgralole may reduce the overall delay, the
employment of big control databaseke., high controller delay-may void the benefits
brought by the increased resource availability.

In the second set of simulations, the average obptane delay is evaluated in terms of
the amount of nodes at the edge of the networkikdrthe previous simulations, for the
sake of simplicity, only type A resources are alliezl as controllers, and the amount of
controllers required is determined consideringrtteximum processing latency for each one
of them. As shown in Figure 7.5, as long as thetrotlers have capacity to manage the
amount of edge resources, only a slight growtheicgived on the delay as the number of
edge devices increases. However, when considerimgagsimum processing delay for
controllers as low as 2 or 3ms, either the deplayjym& extra controller layers or the
exploitation of cloud controllers is unavoidabl&éce the increasing on the number of edge
devices requires the deployment of new controllers.
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In order to confront both alternatives, the simiglatis executed with a limitation on the
maximum number of control layers to-8e., 2 control layers in the fog and 1 in the dou
By preventing the deployment of the third fog laytlre controllers in layer 2 must forward
requests to cloud controller as the amount of ugder edge resources increase. As it can
be noticed by the presented valuespresented in Figure 7Hy the series tagged with “3
layers” caption—, with more than 2 and 2° resources when the maximum processing delay
is respectively 2 and 3ms, the increase on theativeommunication delay due to the cloud
network latency is considerably higher than theitaall of a new layer. On the other hand,
when a controllers processing delay may be as lkighdms, there is no need for the
deployment of an additional controller for the nwembf underlying resources considered.

It is worth mentioning that, with the growth on thember of underlying resources,
even the controllers allowing a 4ms processing Walzall require the deployment of new
controllers and, consequently, additional layers. & conclusion, strategies aiming at the
deployment of controllers in such layered architeetmust consider several variables to
determine, in a highly dynamic scenario, the optidecision for guaranteeing QoS-aware
endto-end communication. These decisions may includeeeitailoring the amount of
control layers, or relaxing the maximum delay akawper controller, or even exploiting
cloud controllers.

In addition, albeit we consider that idle resoure¢she edge of the network may be
dynamically employed as controllerslescribed in this chapter as the Control as a Servic
(CaaS) concept in a real scenario, it would be necessary, aissa dtep, the discovery of
the set of available resources able of playing thetroller role, later gathering required
information for setting possible layers for eacha@rce, and finally creating the controllers
topology by setting the hierarchical relationshipaamg them. Furthermore, new challenges
regarding the management of edge controllers shislé alue to their inherent constraints,
such as dynamicity and volatility, just to nameea f Finally, distinct services may require
distinct controller characteristics, including dist control topologies.
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The increasing amount of devices at the edge ®métwork along with the advances
on their hardware capabilities, such as procespmwer, memory and energy availability,
number and type of sensors, among others, in addito the network infrastructure
advances, providing ubiquitous connectivity, hasbéed the so-called Internet of Things
(IoT). In this thesis, we envision a future IoT sago where the traditional host-oriented
communication model will not be able to cope with @otential services requirements.
Whilst the immersion of the SOA concept into netkwaesearch, especially in an loT
scenario, shall enable the deployment of innovademices, where the end-points executing
each task related to the main service do not neeget&nown in advance, the efficient
resource allocation in this model brings up sevefalllenges, especially when taking into
account characteristics, such as the dynamicity hatkrogeneity, inherent to devices
considered in I0T scenarios.

In order to achieve an efficient service-orientedaurce allocation in this scenario, the
employment of two distinct baseline technologies aonsidered in this thesis. In a first
approach, the Path Computation Element (PCE) isneded to the Service-oriented PCE (S-
PCE), as described in a comprehensive manner ipt€ha, resulting in a centralized model
for service orchestration, where both service ametwork requirements are taken into
consideration, through traditional and new paransetelded to PCEP messages, aiming at
selecting the more suitable resources accordingetwice request and paths between end-
points. However, the centralized approach adoptgedSbPCE, yields a non-negligible
network delay, especially services requiring réalet service allocation, such as e-Health or
ITS.

On the other hand, the inception of a new computpagadigm, so-called fog
computing, envisioned the deployment of fog nodetha edge of the network through a
highly virtualized environment leveraging idle resmes shared by end-users. As a
consequence, low communication delay between tldeuser and the virtualized resources
constituting micro data centers was enabled, as agelower energy consumption, reduced
network load, enhanced end-user security, amongy oth

Taking these advantages into account, in a secoptbhaph, the Foge-Cloud (F2C)
concept is considered, where the benefits of béthdcand fog computing are combined
through an architecture for coordinated managenoéntesources distributed at fog and
cloud premises. Nevertheless, since F2C is stilit®infancy, the service allocation in this
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architecture requires several issues to be addiessehis thesis, the main contributions
regarding the service allocation in F2C are discusse@hapter 5, including the efficient
hierarchical resource distribution and assessmentdistributed and parallel service
allocation into distinct F2C layers, taking intocaant distinct aspects of the service
allocation, such as type of required and availatdeources, load balancing, energy
consumption and resources mobility. The protectedlise allocation is further discussed in
Chapter 6, where several approaches for failure viexgoare presented and modeled,
showing that distinct services may employ distinaitection strategies considering specific
requirements, such as resource availability andvwexy delay tolerance. On the other hand,
Chapter 7, rather than service transmission ddétayses on control decisions delay in the
distributed F2C control plane, assessing the impactdistinct control topologies on
controllers overload, number of layers on the higriwal F2C control plane and,
consequently, the service-oriented resource seleclkelay.

In short, the contributions of this thesis are:

1. Extending the PCE routing technology to a Serviderded architecture, so-called

S-PCE [10], where, rather than only selecting thestbpath in a host-oriented
communication model, the proposed architecture ainselecting both the most
suitable resources for the execution of a servimpuested by an end-user, and the
best path for reaching out the selected resouiTies.service/resource mapping is
accomplished through the employment of an exten@®HdOC Split Architecture,
consisting in a 2-step mapping, where the firsp steps a service IDs into the most
suitable host IDs, considering both service andvodt requirements and resources
capacity, whilst the second step maps the selebtedis IDs into currently used
LOCs, preventing service disruption, caused by thpacdiicity observed in loT
scenarios. The presented architecture scalabgitgssessed regarding the mapping
latency in terms of the amount of edge resourcetpeasforming traditional mapping
schemes globally employed, such as DNS.

Outcome:

V. B. C. Souza, X. Masip-Bruin, E. Marin-Tordera, W. Ramirez and S. Sanchez-Lépez,
"Towards the scalability of a Service-oriented PCE2045 20th European Conference
on Networks and Optical Communications - (NO@ndon, 2015.

W. Ramirez, V. B. Souza, E. Marin-Tordera and S. Sanchez, "Exploring potential
implementations of PCE in IoT worldDptical Switching and Networkingpl. 26, pp.
48-59, November 2017.

Proposing, for the first time, the set of attritaite be considered on the distribution
of F2C resources into distinct cloud and fog layées, resources capacity, vicinity,
and reachability to end-users [55]. Moreover, iagsessed, for the first time, the
distributed service allocation considering the clolayer as well as the
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heterogeneous fog layers in terms of overall capaaitd access delayas a
consequence of the distinct characteristics ofrés®murces constituting each layer.
Obtained results show that the deployment of lofegrlayers offering low delay, in
a tradeoff with the limited overall capacity, mayopide QoS-aware allocation of
sensitive services, whose requirements are oftenifoterms of resource capacity,
whilst inflexible in terms of accepted delay. Ind&ibn, distinct failure recovery
mechanisms have been assessed and it was showndistaict protection
mechanisms may be employed according to distineice categories.

Outcome:

V. B. C. Souza, W. Ramirez, X. Masip-Bruin, E. Marin-Tordera, G. Ren and G.
Tashakor, "Handling service allocation in combined Fog-cloud scenarid@)16IEEE
International Conference on Communications (ICKQ)ala Lumpur, 2016.

V. B. Souza, X. Masip-Bruin, E. Marin-Tordera, W. Ramirez and S. Sanchez, "Towards
Distributed Service Allocation in Fag-Cloud (F2C) Scenarios," in016 IEEE Global
Communications Conference (GLOBECOMJashington, DC, 2016.

X. Masip-Bruin, E. Marin-Tordera, A. Gomez, V. Barbosa and A. Alonso, "Wk
cloud or will it be fog? F2C, A novel flagship computing paradigm for highly
demanding services," iB016 Future Technologies Conference (FTSan Francisco,
CA, 2016.

W. Ramirez, X. Masip-Bruin, E. Marin-Tordera, V. Souza, A. Jukan, G.-J. Ren and O
G. d. Dios, "Evaluating the Benefits of Combined and Continuous té-G¢pud
Architectures,'Computer Communicationgol. 113, pp. 43-52, 15 November 2017.

V. B. Souza, X. Masip-Bruin, E. Marin-Tordera, W. Ramirez and S. Sanchez-L6pez,
"Proactive vs reactive failure recovery assessment in combinedofeigud (F2C)
systems," irR017 IEEE 22nd International Workshop on Computer Aided Modeling and
Design of Communication Links and Networks (CAMADNd, Sweden, 2017.

V. B. Souza, W. Ramirez, X. Masip-Bruin, E. Marin-Tordera, S. Sanchez-L6pez and G.-
J. Ren, "Towards Service Protection in Rogzloud (F2C) Computing Systems," in
2017 Future Technologies Conference (F,TZ3ncouver, Canada, 2017.

Proposing the Control as a Service (CaaS) conaaptisioning the allocation of
resources at the edge of the network for contrappses (controllers) in order to
enable control decisions to be taken closer to eswls, especially for services
requiring real-time allocation. The benefits on tieployment of controllers on-
demand in a highly dynamic scenario, such as IsTgdemonstrated by assessing
distinct control plane topologies according to theant or resources to be managed
at the edge of the network [102].

Outcome:

V. B. Souza, A. Gomez, X. Masip-Bruin, E. Marin-Tordera and J. Garcia, "Towards a
Fogto-Cloud control topology for QoS-aware etwlend communication,” 017
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IEEE/ACM 25th International Symposium on Quality of Service (IWQ&Bhova i la
Geltru, Espanha, 2017.
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9. Glimpse into future work

9.1.Service placement and execution

According to what ithas been discussed and presented in this thesis clear that fog
computing and cloud computing, when deployed irmoBaborative fashion, shall bringp
remarkable benefits. Aligned to this, the combin€dC computing has been recently
proposed as a powerful framework to make the mastob both distributed and centralized
resource allocation. It is worth mentioning thdistributedandcentralizedplacement do not
necessarily mean allocation in fog and cloud repely. We consider that, distributed
allocation occurs when a service is placed in sdvegsources, whilst theentralized
allocation occurs when the service is placed in wnigue resource, be it either in cloud or
fog.

F2C aims at optimizing the execution of 10T sergi®gth high requirements in terms of
both processing and network delay through a perfedthing between resources capacities
and services demands. Therefore, we define seplaementasthe management decision
regarding where a service (or atomic servi@s described sectidnd) is to be allocated for
execution The strategy to be deployed for services placenmnst consider specific
demands of a service, be it atomized or not, a$ agethe set of available resources at both
fog and cloud premises. Notice that distinct atosg@cvices may have distinct characteristics
in terms of accepted delay, required network andd3ources, input and outputs, holding
time, security, interdependence, failure toleraneg, The service placement in a real-
scenario must consider all these aspects.

Albeit simple strategies, such as Random-Fit andtHit, presented in Section 5.4
have shown good results in comparison to the apgprosased exclusively on cloud
placement, enhanced placement strategies congidatétisions regarding atomization,
distribution, and parallel execution should be Hert assessedndeed, while still in its
infancy from the research perspective, the collabee model envisioned by the F2C model
for service placement and resource allocation isabent featurelIn line with this, we
propose two distributed approaches to be considienreglervice execution and placement in
combined F2C systems, in addition to a centralizedr@ach, where a service would be
completely placed and executed at either cloudner single fog edge-device.

In order to illustrate the preliminary steps foretkervice placement, which include
decisions regarding which of the three mentionedr@gghes should be considered for a
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proper service placement, let us assume a servitasttamplex enough to be atomized,
that is, a service implementing the primitives aidnaling mechanisms required for its
atomization. The workflow shown in Figure 9.1 illteges possible decisions to be taken for
service atomization, placement and execution, whiehdescribed as follows.

The service request is initially sent to an F2C nganaent system, which is in charge of
placing the service. Thus, as a reaction to theeived request, two decision-making
processes may be sequentially issued, where tstedire is triggered immediately after the
service request is received and is responsibledémiding whether the service should be
atomized or not. This analysis considers the in&dron regarding both requested service
for instance, type and capacity of required resesirfor its execution and available
resources-for instance, type, processing capacity, netwoddland the fog/cloud they are
currently contributing with. If the service atomimat is chosen, the second decision is
responsible for deciding if the service should kecaited sequentially or in parallel. Since
the service has been atomized after the first datisihe second one may be handled
through the analysis of the atomic services exeoutjraph created as the atomization
process output.

Service

r---------------———JaJ "V Y= .
‘ }rBased on Centralized ‘
| |- service: type, minimum required Best-fit strategy: get the i
| i . resource with lowest |
} lthPOW?réjmaXIth{m |f_te”CVr Should itbe delay and, at least \
| }es aoure etXecu IITon Ime'{. atomizeds the \t/otal ,required' |
I- resource: type, IT capacity,
} inetwork load, located F2C layer, capacity }
|
\

Imobility profile...
L 1

Atomize

| Minmax strategy:

IBased on: | Execute get the minimum
I . === - amount of resources
I- atomization graph [ in parallel? .

able to satisfy the

service requests

r

IBased on: ! Distribute the service
i- service type: data processing, ! allocattion in distinct
}IoT data gathering, CDN - resources considering
|
|
|

|
- parallelism model: TLP or | estimated service
| response time

Figure 9.1: Decisions for service placement.

Notice thata centralized service execution may, in fact, be thetlstrategy in some
scenarios stemming from the complete service placement onreseurce, be it cloud or
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fog. Taking as example a centralized Best-Fit etiat the selection of one unique resource
offering the lowest network delay, whilst complyimgth all service requirements, may
provide acceptable QoS for a range of servitedeed, such centralized strategy may reduce
the signaling and atomization effort, as well as tie¢work load. For instance, a service
collecting all required data from one single datarse may benefit from a centralized
strategy, whilst, on the other hand, no single ues® can meet multiple constraints
regarding service quality for more complex servicerarios, where centralized placement
would result in suboptimal service execution.

Regarding the employment of the distributed executapproach, let us assume the
sequential service execution as the next choicesrevimultiple resources assquentially
involved an the service execution. For example, the resouracatiion can make use of
distinct data sources, such as sensors or datagetse each source is selected according to
the immediately preceding processing outcome. Theleyment of MINMAX heuristics (as
shown in Figure 9.1) may be used in some casesremie sequential allocation may be
accomplished by the allocation of the minimum detesources that may deliver an efficient
service execution, diminishing network communicataverhead. As an example of possible
implementation requiring sequential service placeinést us assume the deployment of
cameras in distributed areas of a smart city, whaarebject location service is implemented,
while a specific car moving through an urban areads to be traced in real-time. In such
service the employment of edge resources for image proggssan avoid the need of
uploading each picture to a dedicated server atdcldturthermore, the employment of
resources at the edge of the network will also En#ie low delay selection of the region
where further data should be collected, for instaraccording to the direction where the
target car is moving. Therefore, the strategy emgudiofor distributed sequential processing
needs to consider an efficient allocation of preass resources able to process locally raw
data close to each data source, reducing netwark &md delay. Since the minimization of
network load can be further achieved by the redumcton the communication among
processing resources, an important challenge «f stiategy is to assess the tradeoff
between proximity to data sources and amount ofleye edge resources.

In addition, Figure 9.1 further depicts the distitided parallel service execution, which is
executed according to the atomized service exetgiaph, aiming at improving the overall
service performance. The rationale behind this eaghn is to benefit from both
simultaneous obtainingf data from distinct sources, and simultaneous [@sing of large
raw data that may be split into nondependent détess Notice that, both parallel and
sequential approaches selection are highly depeératethe service to be executed. Indeed,
services presenting data level parallelism (DLBY, ihstance, may rely on the processing
capacity of upcoming edge devices; however, natie¢, an important requirement for the
efficient parallel execution of such atomic sergidée the minimum interdependence among
them —i.e., no distributed shared memory (DSM) and minimaontrol messages among
allocated resourcesdue to the unreliability and high latency offerleg the transmission
medium.
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It is worth noting thatthe employment of distributed parallel placemerd arecution
strategies opens up new issues and challenges.nBtance, the processing latency for
distinct atomic services may present a high diffieeefrom each other due to many factors,
such as the heterogeneous type of tasks that mmpase a service, amount of data
processed by each atomic service, or allocateduress differences, among others.
Therefore, let us consider a servighose completion depends on the outcome generated by
a set of atomic services, possibly running in patalwith distinct execution times
Assuming that the F2C control can estimate the @xac latency for each atomic service, it
might handle he allocation of two or more lower time consuming\iees at one single
resource, enforcing their sequential execution lie same time interval of one time
consuming service allocated to be executed in pdrall another resourceMoreover,
strategies for message passing reduction employethér distributed scenarios may further
be evaluated and tailored to the F2C architectasewell as the tradeoff between network
load and QoS obtained from distributed paralleloexion strategies.

9.2.Multidimensional control

According to what have been presented in Chaptean8 Chapter 7, F2C layers
distribution may be performed according to disticbiaracteristics or available resources
such as processing capacity, energy availabilitypbitity profile, and communication
technologies, just to name a few. Moreover, thay&ted F2C topology shown in Figure 4.3
considers the mobility and proximity to end-useittzes main attributes for layers definition.
Hence, the lower layer (fog layer 1) is mainly cased of mobile resources, providing low
network latency at the cost of a higher disruptioabability, whilst the upper fog layer (fog
layer 2) embraces permanently or temporarily steggources whose network latency may
be higher than lower layer resources, albeit beiransiderably lower than the
communication delay offered by cloud resources,cwhcompose the upper layer (cloud
layer) offering high reliability and processing eafty at the cost of a higher network
latency.

Albeit the F2C topology may, in general, follow tbbaracteristics showed in Figure
4.3, distinct services may present distinct requinats. Therefore, the virtual topology for
the service execution may assume distinct configaumat according to the service
requirements and the services provisioned by eaehofrthe edge resources. We believe
that one logically centralized controller, contaigiall control data demanded by future loT
applications may not be able to guarantee neamgbtiresource selection and service
orchestration. Therefore, distinct control topokxyi simultaneously deployed as a
multidimensional architecture, may be able to ojganthe management of heterogeneous
services requirements and resources offers.

It is worth mentioning that, albeit some works, sash[15] and [100], have addressed
scalability concerns in conventional SDN network®nventional SDN control plane is
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responsible for the communication among distinctwmoeks. Therefore, the information
regarding each end-point afnetwork is usually not taken into account whenisgta path
between networks and, consequently, information kgptontrollers regarding resources is
limited to conventional network data, such as nekwaddresses, interfaces, and costs,
among others. On the other hand, the F2C architecamvisions the management of
resources enabling the selection of the most deitalmes according tseveral service
requirements. Novel services shall be deployed bieg both fog computing and service-
oriented communication modebking advantage of new sets of available edge ressu
offering, for instance, processing and storage citipa, as well as network features, such as
bandwidth-, enabling both the execution of network serviced the offloading of a large
range of services deployed on end-user devices.

However, the successful mapping of requested sexvite the most suitable resources
may be prohibitive when performed exclusively thgbunetwork information traditionally
used such as network communication technologieg)able network interfaces, bandwidth,
among others. In addition to that, the mapping Isbal performed taking into account
characteristics inherent to each resource typeh stsc (1) Processors architecture, clock
rate, number of shared cores, cache;q2e Storage type, capacity, read/write velocity¢ an
(3) Sensor/actuator typdata/action produceas well as the inherent characteristics of each
type, such as range, resolution, sensitivity, jagiame a few.

Moreover authors in [100] assess distinct control topolodgiresn SDN environment,
such as centralized, decentralized and hierarchigpblogies with different number of
layers Since each assessed topology presents pros andegarsling distinct aspects, such
as simplicity, scalability, cost, response time,damanageability, the envisioned
multidimensional control architecture leverage idist topologies, according to the
requirements of diverse services, rather than using single control topology for the
management of myriads of heterogeneous edge resquiiacluding their respective
characteristicss previously mentioned, in order to support the dedsaof diverse services
enabled by loT and fog computing. The deploymendisfinct control plane topologies (or
control plane instances) may result in the creatidnspecific resources lookup tables,
containing information about resources able to swupplistinct service requirements. For
instance, whilst one control instance is resporesfbr managing resources providing high
performance computing, one distinct instance maynaga resources offering green
computing capacity. The optimal deployment of disti control instances is a challenge
requiring several approaches to be considered.

It is worth mentioning that each resource may hleresting for more than one control
instance, making the relationship between contral eesource not exclusivéMoreover,
each control instance may be composed by distiocitrollers organized into distinct
topologies aiming at the optimal management of abéé resources. Therefore, each device
playing the controller role must create and keepupdated view of underlying resources,
including their relevant characteristics for seeffesource matching. On the other hand,
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devices not playing a controller role shall colleatdaprovide to controllers local
information regarding the status of their respextigsources, such as energy, compute and
storage resources availability, among others. Tipe tgf information provided by non-
controllers devices may also consider the categbrservices managed by each controller.
In order to illustrate the potential benefits oé tnultidimensional control architecture from
distinct perspectives, let us consider three distacenarios described as follows.

1. Distinct companies employing shared resources: Let us consider a smart city
providing deployed loT infrastructure, so that SPs may refy tbem, rather than
deploying their own edge resources addition consider that the available resources
may include both the ones deployed by city managet idle resources shared by users
willing to collaborate. Therefore, the infrastruaturequired to be deployed bySP for
leveraging the available edge resources and exerutie offered service would be
limited to the controller in chargaf managing the resources used by the offered service
It is worth noting that the usage of shared resoulmedistinct companies opens
opportunities for new business models, both betwdistinct companies and between
companies and users. In this scenario, contratébleshed between parties must define
which companies can use each edge device, resoprogiled, priorities, prices, and
policies, among others. As illustrated in Figur@(), distinct control plane instances
shall be deployed and, whilst several physical recgmiare shared by distinBP, some
of them are only available for one of them. Thss defined through previously
established contracts. On the other hand, notiaettte yellow cab is initially making its
resources available for both providers, however,ciiraplete allocation by Company A
(see Figure 9.2(a)), results on the unavailabitifyresources related to this device to
Company B. This situation demands the assessmedistghct strategies to keep an
updated view of the available resources to both, 8Bssidering scalability, required
accuracy, business models, overhead, etc. Furthhermopdating strategies must
consider that distinct SPs may be competitors, dviimg) the deployment control planes
with inter communication.

2. Distinct SLA provisioning: Distinct from the first scenario, this one assdslienefits
attained from the deployment of multiple controltareces by one single SP aiming at
the resource provisioning according to distinct SLA®tice that the provisioning of
distinct SLAs shall require distinct informationgarding edge resources in order to
meet distinct service requirements. We advocate thatdeployment of one single
control instance for the management of myriads addeeresources in a specific area
turns to be unfeasible, since it would demand theplayment of several controllers
resulting in a communication overhead in order to keep a syncheshiview of
underlying resources. On the other harble amount of resources managed by
controllers may be considerably diminished by thepldyment of distinct control
instances, each one offering distinct QoE, accgrdia available resources under
predefined SLAs. For instance, distinct controltamees shall provide distinct service
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requirements, such as green computing, high sgcowinmunication, high performance

computing, and free usage, by employing the moisalsie resources, as shown side by
side in Figure 9.2(b), for sake of simplicity. & worth noting that controllers may

assume distinct topologies for each SLA accordingatnumber of factors, such as
amount of underlying resources, their categoriesd aapacities, among others.
Moreover, although some resources may be manageddog than one controller, the

synchronization of resources lookup table amongirdistcontrollers may result in a

lower overhead, since those tables are considerabdiyced. The synchronization in this
scenario also benefits from the fact that theradscompetition among distinct control

planes and inter-controller communication is noisaue, unlike the first scenario where
distinct SPs are responsible for each control plas&ance.

3. Control as a Service (CaaS): As introduced in [102], and described in details in
Chapter 7, the CaaS concept aims at the deployoferantrollers on-demand in highly
dynamic scenario requiring low resource selectiefayl This is achieved through the
employment of shared resources at the edge of tiweorieas controllers, leveraging fog
computing concepts tmake control decisions to be taken closer to end-udewever,
the constrained capacity inherent of edge devicea tonsiderable limitation on the
number of distinct services that can be managed tlhgse edge controllers
simultaneously, further limiting the type of resoeis managed by each controllés a
consequence, resource and service categorizatiolegira must be defined in order to
create specific resource databases compliant tbindisservice requirements, while
enabling edge resources with low processing angeocapacity to play the controller
role. Consequently, the resource selection and provisgpmiay be performed with a
reduced latency, once the categorization is done,tdueduced resources database size
[102]. In such scenario, strategies for the sebectf the most suitable resources to play
the controller role must be used for each contnstance, taking into account the most
important characteristics required by the servioevigled by such instancédt is worth
noting that, as a number of devices may be logidaktluded in more than one control
instances, a device allocated as controller iniosance may or may not be employed
ascontrollerin other instancesAs a consequence, on single device may have pait$ of
shared resources employed as a controller in ongraldnstance while, simultaneously,
spare resources are used for execution of sermieemged by other control instances.

It must be remarked that designing such multidin@red control architecture shall
arise several challenges for its successful deptmygmThese challenges are described in the
following in order to provide some opportunities fature research in this subject.

e The scalability assessment is a key requiremensunoh multidimensional
architecture, since shared resources may be martagedntrollers in distinct
control instances, demanding strategies able toigeoan upto-date view of
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available resources by controllers in distinct disiens whilst reducing
signaling overhead

The definition of the optimal control plane topojofpr each control instance

shall take into account different characteristiecxzarding to the respective

service managed by each instance. For instancdratiead, distributed and

hierarchical control topologies present advantaged disadvantages and may
be employed for distinct dimensions according tovise needs and resources
characteristics [100].

The optimal selection of controllers in highly dynia scenarios requires
runtime strategies taking into consideration seveagpects of candidates.
Furthermore, the weight of each considered aspmtie modified according to
several factors, such as provided service, conwpblbgy, layer where the
controller is expected to be deployed, et éxtra challenge regarding the
coordination of controllers is observed when congidgboth intra and inter-
control instances coordination.

Since distinct services are provided by distincttomrinstances, strategies must
be assessed in order to define how potential serglents can discover the
controllers responsible for the provisioning of trexuired serviceTypically
used strategies, such as deployment of brokersouajth effective, may have
negative impacts, such as extra delay, which can receceptable for services
with strict requirements.

The collaborative model employed by F2C requiresdteation of new business
models to enable interested parties to get alondy wdch other. This will
include not only the relationship between SPs aadvise clients, but also
among distinct SPs. For the former, SLA betweerhgsair client-provider must
comprise distinct aspects, such as expected QoSisardpreferences regarding
shared resources, schedules, privacy, and otheflerpnees that shall be
available in user profile. For the latter, besidé®ctives for sharing their own
private resources, SLA must include rules for dsi@ring while respecting
clients’ preferences, such as privacy. In such collaborative model, the creation
of business models is a key requirement.

The management of resources shared by devices esahie implementation of
either an application to be installed on each devir a functionalityon
operating system built on devices with higher sigip)i such as some sensors.

Conventional SDN design is mainly focused on cdhibrg the communication
among distinct networks by offering interfaces tontrol programmable
switches (or forwarding devices). Therefore, infotima regarding devices at
the edge of the network, such as services offeredhbyn —usually used for
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service-oriented resource selectipnare not kept by conventional SDN
controllers, since the main goal is to establishnsxtion between networks,
rather than ende-end connection. In addition, the amount of infotiom
regarding the edge resources whose controllers dh@dp, in a future service-
oriented 10T scenario, tends to increase accordinghe amount of services
offered by these resources.

e The deployment of such collaborative model arisegesal security concerns,
which must be addressed in order to allow its aidoptSome of the main
concerns include, but are not limited to, authextiamn, identity management,
access control, integrity, privacy, and availability

Finally, besides the challenges arisen from thelayepent of such multidimensional
architecture, several challenges are still not askl@ in combined F2C computing.
Therefore, resource discovery and monitoring, serdllocation and efficient orchestration,
and mapping services requirements into the mosalsiei resources are just some of the line
of work that still deserve more efforts in ordereaonable the successful deployment of this
novel architecture.
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